
 

 
 
 

Windows 及 Linux DNS Server 建置實務 
(含 IPv4 與 IPv6) 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

課程時間：106 年 10 月 6 日  

主辦單位：教育部資訊及科技教育司  

承辦單位：臺中區域網路中心(國立中興大學) 



『Windows 及 Linux DNS Server 建置』課程大綱 
 

時 間 課程內容 

08:30 – 09:00 報到 

09:00 – 10:20 

 DNS 基礎介紹   ………………………………………….P1

 DNS 基礎概念 

 DNS Server 角色介紹 

 DNS 正向查詢解析與反向查詢解析介紹 

10:20 – 10:40 中場休息 

10:40 – 12:00 

 Windows Server 2012 升級 IPv6 實作教學..….P13

 Server 設定 IPv6 位址與連線 

 DNS Server 升級 IPv6 

 Web Server 升級 IPv6 

12:00 – 13:00 中午用餐 

13:00 – 14:20 
 Windows Server 2012 升級 IPv6…………….…..P37

 新增委派 DNS  

14:20 – 14:40 中場休息 

14:40 – 16:00 

 Linux Server 升級至 IPv6 ………………….………..P45

 Linux 的 IPv6 設定 

 DNS Server(Bind)的 IPv6 設定 

 WEB Server(Apache)的 IPv6 設定 

16:00 – 16:30 Q&A 
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IPIP

/ /
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Top Level Domain (TLD) 

gTLDs:
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DNS

DNSDNS
IP Network ,

h,hosts

/etc/hosts/etc/hosts

1984 Paul Mockapetris 
DNS (RFC1034 RFC1035)DNS (RFC1034 RFC1035)

85

5

Internet
Internet

TWNIC 20
IP

WWW    www.hinet.net  <->  168.95.1.82
MAIL     msa.hinet.net    <->  168.95.4.211

IP
IP

DNS

6
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DNS

DNS

( )
http://www.root-servers.org/ Root Server p g

: Master Slave
: ( )( )

Root Server 
Root Server Mirror ( f.root-servers.netRoot Server Mirror ( f.root servers.net

)

UDP

7

100 msec 
Cache DNS

Root Server 

8
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DNS
Fully Qualified Domain Name (FQDN)y Q ( Q )

WWW.EP.NET.
.

FQDN
IP Round Robin

MX
FQDN IPFQDN IP

127127
63 (a-z 0-9 -)

255

9

255

www.slhs.tp.edu.tw.

203 72 185 3203.72.185.3
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DNS

Root

tw cn com net biz arpa …p

com net gov i dd i 6 164com net gov …

twnic

in-addr ip6 e164

211
IPv6

211

72
IPv4

www whois cdns Zone1

h 1 h 2

211210

11

host1 host2
DNS

DN ? 

C h ?

root.tw ?

Cache ?

root “.” --->

DNS
.tw s

Cache .twnet.tw ?

net.tw

w
w

w.t

net.tw

net.tw
twnic.net.tw ?

DNStw
nic.net.tw

DNS

www.twnic.net.tw ?Recursive w

twnic.net.tw
210.17.9.228

Non-Recusive

12
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DNS (
(Authoritative Answer)

))

(Cache)

root
root (authoritative)

( )

13

( root )( )

Cache

14
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DNS

LINUXLINUX
ISC BIND

Windows
Wi d SWindows Server

GUIGUI
BIND 4.x ,

Bi d WidBind Widnows

15

(Authoritative)

Master DNS ( Zone File) 
(twnic net tw)(twnic.net.tw)

Slave DNS (Zone
Transfer) Master (ns.twnic.tw)

Cache-Only (168.95.1.1)

lZone File slaveInternet

16
master slave
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(forward domain): IP(forward domain): IP
(reverse domain): IP

DNS QueryDNS Query
ISP IP

,

IP
Mail ServerMail Server

SPAM

17

DNS IPv4

t

211.72.210.12
2001:288:4:2:8d0:9e4:a775:108a

root
.tw

ipv6lab.tw

User PC
Cache DNS Server

8.8.8.8
2001:4860:4860::8888

cent01.ipv6lab.tw
DNS
210 201 80 1210.201.80.1

ns1.cent01.ipv6lab.tw
www.cent01.ipv6lab.tw

2404:0:40a1:0:215:5dff:fe50:f311

18
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DNS IPv4 IPv6

t
root

.tw

ipv6lab.tw211.72.210.12
2001:288:4:2:8d0:9e4:a775:108a

Cache DNS Server
8.8.8.8

2001:4860:4860::8888
User PC

cent01.ipv6lab.tw
DNS
210 201 80 1210.201.80.1

2404:0:40a1:0:215:5dff:fe50:f37b
ns1.cent01.ipv6lab.twwww.cent01.ipv6lab.tw

2404:0:40a1:0:215:5dff:fe50:f311

19

DNSDNSDNSDNS
RFCRFC

A 1 RFC 1035 IPv4 IP 32 IPv4
IP

AAAA 28 RFC 3596 IPv6 IP 128 IPv6
IP 

NS 2 RFC 1035 DNS DNS zone

PTR 12 RFC 1035 DNS

DNS
SOA 6 RFC 1035

DNS
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(( )DNS Record)DNS Record(( )DNS Record)DNS Record

(( )DNS Record)DNS Record(( )DNS Record)DNS Record
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Wi d S 2012 IP 6 (1/3)Windows Server 2012 IPv6 (1/3)

Windows Server 2012 IPv6
Windows  Server  2012

6 (TCP/IPv6)
Windows Server 2012 

IPv6
IPv6 IPv6IPv6 IPv6

(Graphical
User Interface GUI)User Interface, GUI)

3

Windows Server 2012

IPv6

Windows Server 2012
IPv6 (2/3)

6 (TCP/IPv6)
IP 6IPv6

4
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Windows Server 2012 IPv6 (3/3)
IPv6

IPv6

Windows Server 2012 IPv6 (3/3)

IPv6

Client for 
Microsoft Networks

Microsoft
TCP/IP version 6

5

Wi d S 2012 IP 6 (1/4)
IPv6

IPv6

Windows Server 2012 IPv6 (1/4)

IPv6

Æ
6 (TCP/IPv6)6 (TCP/IPv6)

6 (TCP/IPv6) –
IPv6

IPv6 (S):
IPv6 IPv6

(U): Prefix

DNS
6
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Windows Server 2012 IPv6 (2/4)( )

7

Windows Server 2012 IPv6 (3/4)

Windows ICMP Ping Windows

Windows Server 2012 IPv6 (3/4)

Windows ICMP Ping Windows
Server 2012 Ping

PingPing

PingPing

Windows Server 2012
Æ

Windows

8

-16-



Windows Server 2012 IPv6 (4/4)

( -ICMPv4-

( )

In Æ IPv4 Ping 
6

( ICMP 6( -ICMPv6-
In IPv6 Ping 

9

IPv6 (1/5)IPv6 (1/5)

IPv6
IPv6 Windows server 2012 

ping
IPv6

Command ping  -6 ::1 

10
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IPv6 (2/5)IPv6 (2/5)

IPv6 Windows server 2012 
ipconfig

IPv6
Command ipconfigp g

11

IPv6 (3/5)IPv6 (3/5)

12
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IPv6 (4/5)
IPv6 Windows server 2012 

ping

IPv6 (4/5)

ping
Windows Server 2012 

IPv6IPv6
IPv6 www.ipv6.org.tw IPv6

Command ping -6 www.ipv6.org.twp g p g

13

IPv6 (5/5)IPv6 (5/5)

Ping
Ping

Windows 8 
ping

14
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Windows Server 2012 DNS IPv6(1/6)
DNS Windows Server 

Windows Server 2012 DNS IPv6(1/6)

2012 IPv6
DNS DNS

IPv6 DNS
IISS

DNS
DNSDNS

15

Windows Server 2012 DNSWindows Server 2012 DNS
IPv6(2/6)

DNSDNS

ÆÆ

ns1

16
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Windows Server 2012 DNS 

Æ DNS
IPv6(3/6)

DNS w201201.
ipv6lab.tw

17

Windows Server 2012 DNS

DNS

Windows Server 2012 DNS
IPv6(4/6)

DNS
DNS

18
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Windows Server 2012 DNS 

UDP  port 53- DNS
IPv6(5/6)

p
Windows Server 2012 DNS
UDP  port 53

Wi dWindows
Windows

DNS UDP port 53DNS UDP port 53

19

Windows Server 2012 DNS 

DNS
IPv6(6/6)

DNS
ns1

Æ
DNS

DNS

Æ
20
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DNS IPv4 A (1/12)
(Zone)

DNS DNS

DNS IPv4 A (1/12)

DNS DNS

Æ

21

DNS IPv4 A (2/12)DNS IPv4 A (2/12)

.dns
DNSDNS

Windows
\s stem32\dns\system32\dns

:
DNSDNS

22
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DNS IPv4 A (3/12)
SOA

DNS

DNS IPv4 A (3/12)

DNS

(SOA) 2

(SOA) Æ
E mailE-mail

@ .
.

hostmaster@w201201.ipv
6lab.tw
hhostmast
er.w201201.ipv6lab.tw.

23

DNS IPv4 A (4/12)DNS IPv4 A (4/12)

(Reverse  Zone)
DNS

IPv4

24
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DNS IP 4 A (5/12)
IPv4 3

210 201 80 0/24 210 201 80

DNS IPv4 A (5/12)

210.201.80.0/24 210.201.80
IP 3

i ddin-addr.arpa

25

DNS IPv4 A (6/12)
SOA

NS

DNS IPv4 A (6/12)

DNS
Æ

(SOA) 2
Æ

(SOA)( )
(

. )

E-mail @ .
.

h @ 201201 i 6lhostmaster@w201201.ipv6l
ab.tw
hostmaster.w201201.ipv6la
b tb.tw.
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DNS IPv4 A (7/12)DNS IPv4 A (7/12)

(FQDN)
ns1.w201201.ipv6lab.tw.

. IP
DNS IP
210.201.80.171

27

DNS IPv4 A (8/12)DNS IPv4 A (8/12)

(A Record)
DNSDNS

DNS

w201201.ipv6lab.tw

28
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DNS IPv4 A (9/12)
DNS

DNS IPv4 A (9/12)

DNS
ns1

www

ns1 w201201 ipv6lab tw Æns1.w201201.ipv6lab.tw. Æ
DNS
210.201.80.171 Æ

PTR
40

29

DNS IPv4 A (10/12)
WWW

DNS IPv4 A (10/12)

WWW

www

www.w201201.ipv6lab.t
w. Æ WWW

210.201.80.171 Æ
PTR

30
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DNS IPv4 A (11/12)DNS IPv4 A (11/12)

(PTR  Record)

PTR

(PTR)

80.201.210.in-
addr arpa dnsaddr.arpa.dns

Æ
(PTR)

31

DNS IPv4 A (12/12)

IP
DNS IPv4 A (12/12)

www
210.201.80.171

www.w201201.ipv6lab.
ttw. .

32
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DNS IP 4 A
nslookup dns

Windows 8

DNS IPv4 A (1/3)

Windows 8
Non-existent domain DNS

DNSDNS
nslookup

33

DNS IPv4 A (2/3)DNS IPv4 A (2/3)

IPv4 (A Record)

34
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DNS IPv4 A (3/3)DNS IPv4 A (3/3)

IPv4 NS 

IPv4 (PTR Record)

35

DNS IPv6 AAAA (1/8)
Windows 2012 

IP 6

DNS IPv6 AAAA (1/8)

IPv6
IPv4/IPv6

DNS

IPv6
(AAAA(AAAA

Record)
DNSDNS

w201201.ipv6lab.tw
36
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DNS IPv6 AAAA (2/8)
DNS
DNS IPv6 AAAA (2/8)

ns1
IPIP

2404:0:40a1:0:5026:28ba
59 b f0 9 Æ:59ab:f0c9 Æ

(PTR)

37

DNS IPv6 AAAA (3/8)
WWW

DNS IPv6 AAAA (3/8)

www IP

2404:0:40a1:0:5026:28ba:5
9 b f0 99ab:f0c9

(PTR)

38
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DNS IPv6 AAAA (4/8)DNS IPv6 AAAA (4/8)

IPv6 (IPv6 Reverse 
Zone)

DNS

IPv6

39

DNS IPv6 AAAA (5/8)
IPv6 IPv6 (Prefix)

2404:0:40a1:0::/64 ::/64

DNS IPv6 AAAA (5/8)

2404:0:40a1:0::/64 ::/64

ipv6.rev
Æ

40
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DNS IPv6 AAAA (6/8)
IPv6

(IP 6 PTR R d)

DNS IPv6 AAAA (6/8)

(IPv6 PTR Record)

PTR)

DNS IPv6DNS IPv6

0.0.0.0.1.a.0.4.0.0.0.0.4.0.4.2.i
p6.arpa

(PTR) 41

DNS IPv6 AAAA (7/8)

DNS
IP

DNS IPv6 AAAA (7/8)

IP
2404:0000:40a1:0000:

5026 28b 59 b f0 9 (5026:28ba:59ab:f0c9 (
IPv6  

00
)

1 201201 i 6l b tns1.w201201.ipv6lab.tw
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DNS IPv6 AAAA (8/8)
WWW

IP

DNS IPv6 AAAA (8/8)

IP

2404 0000 40 1 0000 5022404:0000:40a1:0000:502
6:28ba:59ab:f0c9

www.w201201.ipv6lab.t
w

43

DNS IP 6 AAAADNS IPv6 AAAA (1/4)

nslookup DNS
Non-

existent domain DNS
DNS :

nslookup

44
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DNS IPv6 AAAA (2/4)DNS IPv6 AAAA (2/4)

IPv6 (A Record)
IPv6 NS 

45

DNS IPv6 AAAA (3/4)DNS IPv6 AAAA (3/4)

IPv6 (PTR Record)

46
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DNS IPv6 AAAA (4/4)DNS IPv6 AAAA (4/4)

DNS
DNS w201201.ipv6lab.tw

ipv6lab.tw
DNS w201201.ipv6lab.tw NSp

A AAAA$ORIGIN ipv6lab.tw.
lab2012 IN NS ns1.lab2012 
ns1.lab2012 IN A 210.201.80.171
ns1.lab2012 IN AAAA 2404:0:40a1:0:5026:28ba:59ab:f0c9

47

Th k YThank You

48
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Windows Server 2012 
DNS IPv6

DNSDNS

DNSDNS

DNS Server(Windows 2012)
: w201201.ipv6lab.tw

DNS Server: ns1.w201201.ipv6lab.tw
IPv4: 210.201.80.131IPv4: 210.201.80.131
IPv6: 2404:0:40a1:0:38f5:e9a4:9a53:5f07

DNS(Wi d 2008)DNS(Windows 2008)
: w200801.w201201.ipv6lab.tw

DNS Server: ns1.w200801.w201201.ipv6lab.tw
IPv4: 210.201.80.41
IPv6: 2404:0:40a1:0:c881:5840:7150:4cbe

2
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10
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12

-42-



13

14

-43-



Th k YThank You
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Linux ServerLinux Server
IPv6IPv6

Linux IPv6Linux IPv6
DNS Server(Bind) IPv6
WEB S (A h ) IP 6WEB Server(Apache) IPv6
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LinuxLinux IPv6IPv6LinuxLinux IPv6IPv6
Linux Kernel 2.1.8 IPv6

Linux Kernel 2.6.x IPv6
2008 12 1 Linux2008 12 1 Linux

Foundation(Linux ) IPv6 Linux
Distribution( )Distribution( )

( )

Distribution
IPv6 CentOS 5.x 

LinLin IP 6IP 6LinuxLinux IPv6IPv6

CentOS IPv6
IPv6IPv6
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LinuxLinux IPv6IPv6LinuxLinux IPv6IPv6

IPv6
/etc/sysconfig/network

NETWORKING_IPV6=yes

IPv6 Gatewayy
/etc/sysconfig/network-scripts/ifcfg-eth0

IPV6INIT=yes
IPV6ADDR=<IPv6-IP-Address>
IPV6_DEFAULTGW=<IPv6-IP-Gateway-Address>

# service network restart

IPv6IPv6IPv6IPv6
6IPv6

Command ping6 ::1

-47-



IPv6IPv6IPv6IPv6
IPv6

Command # /sbin/ifconfig

IPv6IPv6IPv6IPv6
IPv6

Command ping6 www.ipv6.org.tw

-48-



DNS SERVER (BIND)DNS SERVER (BIND)( )( )

9

yumyumyumyum

mkdir p /var/cache/yum/base/mkdir p /var/cache/yum/base/
mkdir p /var/cache/yum/extras/
mkdir p /var/cache/yum/updates/

echo "http://vault.centos.org/5.11/os/i386/" > /var/cache/yum/base/mirrorlist.txt
echo "http://vault.centos.org/5.11/extras/i386/" > /var/cache/yum/extras/mirrorlist.txt
echo "http://vault centos org/5 11/updates/i386/" > /var/cache/yum/updates/mirrorlist txtecho "http://vault.centos.org/5.11/updates/i386/" > /var/cache/yum/updates/mirrorlist.txt

-49-



BindBindBindBind
yum Bind

#yum -y install bind system-config-bind bind-chroot

BindBindBindBind
/var/named/chroot//var/named/chroot/

bind-chroot bind
/var/named/chroot/var/named/chroot

system-config-bind bind

/usr/share/system-config-bind/profiles/default

named.conf
/usr/share/system-config-bind/profiles/default

named.conf /var/named/chroot/etc
# cd /usr/share/system-config-bind/profiles/default/
# cp named.conf /var/named/chroot/etc/
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BindBindBindBind

/usr/share/system-config-bind/profiles/default/named
(zone)(zone)

# cd /usr/share/system-config-
bind/profiles/default/namedbind/profiles/default/named
# cp *.* /var/named/chroot/var/named/

BindBindBindBind
ROOT
/usr/share/doc/bind-9.3.6/sample/var/named

named.root /var/named/chroot/var/named/
# cd /usr/share/doc/bind-9.3.6/sample/var/named
# cp named.root /var/named/chroot/var/named/

bind
/etc/init.d/named start
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DNSDNSDNSDNS
netstat Bind IPv4

IPv6 53 port
# netstat -utlnp | grep named

IPv4 ( IPv6 )( )
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IPv6IPv6 DNSDNSIPv6IPv6 DNSDNS

/var/named/chroot/etc/named.conf
Options

named
# i / / d/ h t/ t / d f# vim /var/named/chroot/etc/named.conf
# /etc/init.d/named  restart

/var/named/chroot/etc/named.conf
Options

-53-



zone

IPv6IPv6IPv6IPv6
IPv6

/var/named/chroot/var/named/cent01.ipv6lab.tw.zone
# vim /var/named/chroot/var/named/cent01.ipv6lab.tw.zone
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zone

IPv4IPv4IPv4IPv4
IPv6 (PTR)

zone
# vim /var/named/chroot/var/named/name.ipv6lab.rev
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IPv6IPv6IPv6IPv6
IPv6 (PTR)

zone
# vim /var/named/chroot/var/named/0.0.0.0.1.a.0.4.0.0.0.0.4.0.4.2.rev

BindBindBindBind

Bind
/etc/init.d/named restart/etc/init.d/named restart
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IPv6IPv6 --ip6tablesip6tablesIPv6IPv6 --ip6tablesip6tables
IPv6

ip6tables 2ip6tables 2
# vim /etc/sysconfig/ip6tables

IPv6
# /etc/init.d/ip6tables restart

IPv4IPv4 --iptablesiptablesIPv4IPv4 --iptablesiptables
IPv4

iptables 2iptables 2
# vim /etc/sysconfig/iptables

IPv4
# /etc/init.d/iptables restart
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IPv6IPv6IPv6IPv6
IPv6

IPv6IPv6IPv6IPv6
IPv6
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DNSDNS digdigDNSDNS digdig
dig - DNS lookup utility

dig debug 
-t type : query type a, aaaa
-4: IPv4
-6: IPv6
+trace: dns root 
@global-server: cache DNS server
+short: ( )
-x:

IPv6IPv6IPv6IPv6
dig IPv6 IPv6 AAAA

dig www.cent01.ipv6lab.tw -t aaaa -6 +trace @2404:0:40a1:0:215:5dff:fe50:f37bg p @
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IPv6IPv6IPv6IPv6
dig IPv6 IPv6 AAAA

dig -x 2404:0:40a1:0:215:5dff:fe50:f37b -6 @2404:0:40a1:0:215:5dff:fe50:f37bg @

ipv6lab twipv6lab.tw.

$TTL    86400
$ORIGIN ipv6lab.tw.
ipv6lab.tw.  IN  SOA  ipv6lab.tw.  root.localhost. (
2011030804 ; Serial2011030804 ; Serial
28800       ; Refresh
14400       ; Retry; y
720000      ; Expire
86400 )     ; Minimum
cent01 IN NS ns1.cent01.ipv6lab.tw.
ns1.cent01 IN A 210.201.80.1
ns1 cent01 IN AAAA 2404:0:40a1:0:215:5dff:fe50:f37bns1.cent01 IN AAAA 2404:0:40a1:0:215:5dff:fe50:f37b

47
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mis ipv6lab tw (cent01 ipv6lab tw zone)mis.ipv6lab.tw. (cent01.ipv6lab.tw.zone)

$TTL    86400
$ORIGIN cent01.ipv6lab.tw.
cent01.ipv6lab.tw.  IN  SOA  cent01.ipv6lab.tw.  root.localhost. (
2013030402 ; Serial2013030402 ; Serial
28800       ; Refresh
14400       ; Retry; y
720000      ; Expire
86400 )     ; Minimum
mis IN NS ns1.mis.cent01.ipv6lab.tw.
ns1.mis IN A 210.201.80.41
ns1 mis IN AAAA 2404:0:40a1:0:c881:5840:7150:4cbens1.mis IN AAAA 2404:0:40a1:0:c881:5840:7150:4cbe

48

Linux DNS BIND Named / /Linux DNS BIND Named / /

DNS ?
/var/log/messages
host server
server Rcodeserver Rcode

Port Scan 53/UDP
nslookup –q=ns . Dns_server ( Root )
di @d Ndig @dns_server . Ns

DNS :
DNSDNS

( …)
Router/Firewall port 53

DNS (forward)DNS (forward)

49
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Named / /Named / /
named DNS

# named  
# /etc/rc.d/init.d/named start
named /var/log/messages

named kill
# killall -9 named    
# kill -9 pid-file    
# /etc/rc.d/init.d/named stop

::
( reject/syntax error)
Zone ( Outside of zone)

NS ( RR)NS ( no ns RR)
(No such file or directory )

Root Server (No root nameservers )
( , socket port 53 )

50

DNS IPv6DNS IPv6

:
IPv6 / , Windows XP

DNS
IPv4 1.2.3.4

ns A record AAAA
record

51
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DNS - (1/3)DNS (1/3)

Step1:[ ]->[ ]-> cmdStep1:[ ] >[ ] > cmd

Step2: nslookup

52

DNS - (2/3)DNS (2/3)

Step3 : Default Server IPv6 DNSStep3 : Default Server IPv6 DNS
”server 1.2.3.4” Default

ServerServer

Step4 : ”set type=any”Step4 : set type=any

53
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DNS - (3/3)DNS (3/3)

nslookupp
> set type=any
> www.cent01.ipv6lab.twp
Server:  UnKnown
Address: 192.168.100.1Address: 192.168.100.1

Non-authoritative answer:Non authoritative answer:
www.cent01.ipv6lab.tw   internet address = 210.201.80.1
www cent01 ipv6lab tw AAAA IPv6 address =www.cent01.ipv6lab.tw   AAAA IPv6 address

2404:0:40a1:0:215:5dff:fe50:f37b
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WEB SERVER (APACHE)WEB SERVER (APACHE)

55

-64-



Apache ServerApache ServerApache ServerApache Server
yum Apache

#yum -y install httpd

A h SA h SApache ServerApache Server
ApacheApache

# /etc/init.d/httpd start

IPv6 TCP 80 portp
/etc/httpd/conf/httpd.conf
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IPv6IPv6 --ip6tablesip6tablesIPv6IPv6 --ip6tablesip6tables
IPv6

ip6tables 1ip6tables 1
# vim /etc/sysconfig/ip6tables

IPv6
# /etc/init.d/ip6tables restart

IPv4IPv4 --iptablesiptablesIPv4IPv4 --iptablesiptables
IPv4

iptables 1iptables 1
# vim /etc/sysconfig/iptables

IPv4
# /etc/init.d/iptables restart
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IPv6 Web ServerIPv6 Web ServerIPv6 Web ServerIPv6 Web Server
IPv6

# netstat -an | grep :80 | grep LISTEN

IPv6

Th k YThank You
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