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Emerging cyber security landscape
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Wrap up

People-to-PeopIe + People-to-
Machine + Machine-to-Machine

ZNEHEEFRNEREBR Copyright © 2016 HwaCom Systems Inc.All Rights Reserved



201/ CEO Concerns

The World's Largest Corporations

FORTUNE

EERMERIA =R

R RA USHE JHY N —XHE
N (BN EEEAY)

EFANBEERNEHERBX 4- Copyright © 2016 HwaCom Systems Inc.All Rights Reserved




|IDC FutureScape:
IT Security Products and Services - APeJ Implications

departments
or business units Companywide

ORGANIZATIONAL IMPACT
Multiple

Asingle
department

or a business
unit

Cyberattack
Disruption E

Biometric

Consumer Pl 4 Authentication

10T Security
and Privacy
Cognitive

Cloud Security
Cybersecurity

Gateways

5 Incident Response

6 Retainers v
Analytics-as-a-Service 9 10

Cloud, Hosted, & Saa
Security Services
IP enabled
Home 8
Automation
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IDC

Analyze the Future

0-12 12-24 24+

TIME (MONTHS) TO MAINSTREAM

®

OICACNORORONONOC

By 2019, 50% of all online transactions will incorporate biometric authentication driven by
a ubiguitous technology infrastructure that enables low implementation costs and broad
user acceptance.

By 2019, more than 75% of 10T device manufacturers will use security and privacy as
competitive positioning to capture the attention of security and privacy advocates and
earn consumer trust.

By 2019, nearly every major multinational corporation with ties to the U.S. or Europe will
face significant cybersecurity attacks aimed at disruption of commodities.

Over the next two years, 80% of consumers in developed nations will defect from a
business because their personally identifiable information is impacted in a security
breach.

By 2018, 30% of enterprise cybersecurity environments will incorporate cognitive/Al
technologies to assist humans in dealing with the vastly increasing scale and complexity of
cyber threats.

By 2018, 30% of enterprise customers will leverage analytics-as-a-service to help solve the
challenge of combing through security related data and events

By 2020, cloud security gateway functionality begins to be integrated as part of web
service offerings to entice IT leaders to move offerings to the cloud.

By 2020 30% of U.S. broadband homes will have at least one IP enabled home automation
or security monitoring sensor/device

Reactive security services such as Incident Response and Forensics services will marginally

increase by 2020 but still overshadowing proactive services

By 2025, on premises security management will be a thing of the past subsumed by Saa$
security and Metwork-based security.

IDC FutureScape: Worldwide IT Security Products and Services 2017 Predictions — Asia/Pacific Excluding Japan Implications. Doc #AP42209917
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Getting Past The Eye Test (on Previous Slide)

* Mobile biometrics * Analytics
*|loT *Cloud security
* Cyber-terrorism/warfare*Incident response and

e Consumer reaction Forensics
» Machine learning/ Al *Security as a service

=IDC.
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loT Multi-Layers Architecture

The Internet of Thing Architecture and Fog Computing

Data Center, Cloud ------ ---.--

Hosting loT analytics Network Manag

Core
IP/MPLS. Secunty,
QoS. Mesticast

Data Centre/Cloud

[ Thousands l

Multi-Service Edge

Smart Things Network

Embedded Systems & Sensors Smart Objects

Millions




How Many Devices Will Connect to Your

Network by 20307
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of professionals will conduct
their work on personal smart
devices by 2018

devices will be connected
worldwide
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=== Firmware/Software
Upgrade
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e
EZ2NEEERNEERBR

Cyber Security
({ER & ZEHTRRE)
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APT & Internal
Security Threat

W (2 p s [

Centralized Security
Management
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IDC

Analyze the Future

Attacks are Everywhere!

COMPUTERWORLD

Cyber Security Centre survey
reveals alarming rate of data
breaches

'

THESTRALIS TS

Hackers broke into NUS, NTU networks in search of
government, research data
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ein S{LHSRBEEL - ZERIRERESRY

SREZNERS A E LIRS

) S
Roaming 5
BN |ntelligent
g Cloud

User
Internet

-- NG Firewall ggg
NGIPSEmmER
(NG) Flrewall o
But Is This Enoug h? 9 m

End-Point
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But Is This Enough ?

SPZ2EETIRHI 0 BEKIE BLZSHRE T ERBRDRAEATE I A= UK -

Network Resources

Identity Profiling Access Policy

and Posture

Traditional TrustSec® | |y |y

N

What Guest Access

VP, [N Py 1S PN

Y W (4

BREEnEE
25

When

BYOD Access

OICICACRONS

Where
Role-Based °
How Access ﬁ
Compliant Threat Containment
Controller
Context
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. NetFlow 12{#
B o) 1RME

@ Hardware-enabled
NetFlow Switch
Context
%\/
Cisco ISE
L
===

Use NetFlow Data to Extend Enrich Flow Data With Identity, Events Unify Into a Single Pane of Glass
Visibility to the Access Layer and Application to Create Context for Detection, Investigation and
Reporting
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SECURITY ALARM
EVENTS (94 +) CATEGORY RESPONSE

Addr_Scan/tcp
Addr_Scan/udp Concern

Bad_Flag_ ACK**

Alarm table

COLLECT AND Beacéoning HOStC . Recon
Bot Command Control Server
ANALYZE FLOWS Bot Infected Host - Attempted Host snapshot
Bot Infected Host - Successful C&C

Email

)

Max Flows Initiated

2 Data hoarding

— Flow_Denied
FLOWS ) ICMP Flood ) Exploitation

Max Flows Served Syslog / SIEM
Suspect Long Flow Exfiltration

Suspect UDP Activity o _

SYN Flood Mitigation

DDoS target

But Is This Enough ?
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Employee

: Change Authorization
Access
Control
:g“; Event: TCP SYN Scan
by &/ Source IP: 10.4.51.5 /'B
Role: Supplier ®
Response: Quarantine
Flow
Sensor
Quarantine

High Risk
Segment

Internet
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But Is This Enough ?

Flow Sensor

Access Control Analytics
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PaloAlto Threats




One more thing -
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6.83 741

Number of new malware specimen
(count in millions)

(Forecast)

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

B RIZRIR: Malware Trend 2017, G-Data Security blog, https://blog.gdatasoftware.com/2017/04/29666-malware-trends-2017

o RIL - InFiPhEFEEZRLENE
- Bl =320 Cloud antivirus
« BLEFEEERET: Application whitelisting
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e HEHE - 1340
- HINELSHEEE O BEE B RIER
- BAZEEHE Industrial Control System £2 CAN Bus

2010 Stuxnet

2011 Duqu

2012 Flamer

2014 North Korea hacks nuclear plants in South Korea
2015 Duqu 2.0

2015 Car hack on Jeep

2015 Ukraine power grid cyberattack

2016 Ukraine again

2016 Take control of PLCs in Kemuri Water Company

, Industrial Technology
. Research Institute
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= 1 2% 4.0 - Security Gateway
. BIRARR £ ,l;, B =
+ GSN DNS e
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= In-vehicle computer 2 ; .?. H

ERIRIE: iThome http://www.ithome.com.tw/news/107294

o PRI CI TR IZZVAN Driver
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malwares llistnllmeu denial of Service detacement
Computer-Security-1784985
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o #1¥ Windows / Linux 12 tH B ERE
s BEIZUVBREERNE

S
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\/@’
Integrity check
. BB

= Executable Application Whitelisting Mechanism
= DLL / shared object
= Script

= Kernel driver

In-vehicle computer loT device

o _ [BREZBRZE R - ZE
- [ERREINZE - EMEARESEREENEREIE
- BEIE WIS - 4082 AR Executables

, Industrial Technology
. Research Institute
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Windows Application Whitelisting

Windows

o WaE Ll T

- F AFTTIR{84E (Executable / DLL)

- BIABEENTZT (SYS)

1 _E \ Ve .
ol —| nft $)J(L 17T scrlpt 2. Ask user-mode controller
& wait for answer

o 7f Executable image # & A

B EIRE SHAB12 1. Call system cal,
= Sebe A y such as NtCreateSection
checksum &/ 5 /RITACEE System Call

EIRE G (EX:NtCreateSection)

&7
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Linux Application Whitelisting

Linux

o & A HE system call

« & A shared objects User-Mode Controller

« HITRET
« 8 A kernel modules 0. Insert whitelist DB into
= ﬁ)flﬂi’ script whitelist kernel driver

o L0l system call FEJCIBE 1. caisystem cal
SHA512 checksum @&/ & "
RS ACHRA T (52 e

2. Call to the real
system call

System call
(such as execve)

’ Industrial ecugy
. Research nst
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Execute EXE

0 minispy.exe - Application Error >
Execute script
B I.-"'_-"-. The application was unable to start correctly (Oxc0000142). Click OK
SR T e P VTR ‘S toclose the application.
C:A\Users\whitelist\Desktop\wl_demo\demo_denied_files\command-test bat X

e Windows ESTRETHEE BENES - Tl IEaRnEl  FUSITREE

=1
PR DA T e TV T P
CA\Users\whitelist\Desktop\wl_demo\demo_denied_files\script-testvbs X

Q Windows SZERIETHES BESES - TOULSESENES  FUETSREE
E -

nt

o lelbdonie ‘-‘“‘""“""“‘ngl

C\Users\whitelist\Desktop\wl_demo\demo_denied_files\powershell-test ps1 X | =

@ Windows E3ERETHNEE  BENEE - TOUEIEIENER  FLUEITHEE
El

Industrial Technology
‘ i

Research Institute
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e BRIRiE
« B 1k DLL injection / ptrace
= B LE B BR
« Bl Registry / Configuration files #1&c4

e Web &/ TH
- REATEEBENRENESNITAHR
" Tﬁa-ﬁ | BA3EIm = AT B 25 BBl
- EEEHEBEERNE
0 Tﬁﬁﬁ"t@ Zip L2 EKIE
- |1 E /E%ﬁﬁﬁwu
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Web-based EE N

o ;

Reseanch Irsiiiute

e Application Whitelisting by ITRI

Research Institute

Application Whitelisting by ITRI

o] 3= = 38 B 2 E A

Manage

Hosts
Host
I 140.115.59.16 _
192.168.1.12
Operation

] ) | Enable vl
get files.ps1/July 6, 2017, 838 am. |
Enable
find.exe / July 14, 2017, 644 am. Disable
Execute
Select an executable to install

%}i TE :%@ $}tl: ’Ti_ E/\J /%E ﬁﬁz Destination Path

ITRI

,. Industrial Technotogy
Research nstitute S "
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BABRE

Whitelist
Management »

Whitelist DB

Console

BARAWHITLE
BAEEE FH - SEER

N

Installer Language

% Flease select a language.

o> (H )

Whitelisted
host
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* CVE-2016-0189: Scripting Engine Memory Corruption
Vulnerability on |E 11

e /5 Internet Explorer HRIEEME - WIEAIE & M &L hack.exe
e CEAHREMTIN VM 2EHITEERET hack.exe
e BXHEIE TERRMBBEIR

'G 2 htip //maplegenesisga/whisl O ~ & 2 maglegenessga
% £ htip—-maplegenasiz

With
Whitelisting

ght 2016 ITRI L& AriiFk



Trust level

e Kernel-level solution: 1815 OS Kernel B4 £
s ERKEECLIFEE Kernel Jma o] LIBERAEEE 4 - 18 ...

e Memory attacks £2 Fileless malware )51 &
- NEEAREARARONEE > ROHEBEEAEERESR -
Bol g T EH i
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e HZEEIiRas
« LT GSN DNS / Mail server
ek A ES

o [H ¥} i
= Advanced Persistent Threat
= Data loss
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Control center
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o FHIMELTF ~ A1
= WE ECU (Engine control unit)
= IWE Infotainment system
- IWE Gateway

o [H ¥R P2
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ADAS © ERRLL | BRUTNEE | B
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Radar / Lidar
=S
Keyless / 3 FHIEBINGEE
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= Advanced Persistent Threat
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Risk of BYOD (Bring Your Own Device)

THE BYOD TROJAN HORSE
RISKY BUSINESS -~ Dangerous Mobile App Behaviors

EXPLORING PROSUMER SMARTPHONE HABITS avues s Benavicrs and Back-Door Security Risks

Yot they have highly sensitive data
on their smartphones

Prosumers are worried about L
mobile security 1 ln 4 store thelr bank

account info on their phones Policies within of enterprises
Nearly 75% P Pk b e e
poficies fo entorpeises thot

are worried about Nearly 1in 5 store

their social
the security of their smartphones . info o‘::hii: x::-

block .vi:ky %pp say security
behoviors within tops their list
v L of BYOD policy

Close to 3 in 10 admit
their smartphones, not p umers’ tior

0n|y12°/0

should access
of smartphone buyers put
built-in security features

at the top of their list

enterprise
i lost, less than 6 3 in 10 choose Nearly half of o.pphcchon
in 10 would resst not to use secure |l people log into . Percentoge of enterprises thot have risk.

their work-related PIN locks on their unsecure wireless not e ifsed Whl(h mobile apps are fiﬁy.

passwords smartphones notworks

MOTORCLA and B Ay ke W Loge WY FaMriwts o g Wi ed B amemans of Metwo s Tidemed Wadmg, 1LC © 81 | Maturen Mets 05, ot A iyt = rerved

,. Industrial Technology
Research institute S .
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Productivity versus Security
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Management control versus Privacy

L i
o

Business (with MDM) Privacy (Gaming, Shopping, Social

r Industrial Technology
. Research Institute
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Virtual Mobility Infrastructure (VMI)

ITRI

Industrial Technology
Research Institute

Cloud Phone

Secure APP Execution Platform

“linjru

Secure APP Execution Portal
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To Enterprise .

Data & binary secured .
mobility

ERTEMTHPAZ S

android2




To Service/Solution providers

Secure APP Deployment & Access
ZEAPPHiZEHTT

One platform for Development
& Maintenance

Copyright 2016 ITRI TR iTfHFTRT



To Users
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Devices
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, Industrial Technology
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To Users

Secure Browsing
Instant Play

ZEEE
% NEIIEN3n
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To Users

OR Code 2
Scan and Play

i 1% Bl F




Secure APP Execution Platform for BYOD

Service/Solution providers

Enterprise & National Security Secure APP Deployment & Access

Data & binary secured mobility One platform for Development
& Maintenance

Users/Consumers - ‘
Cross Devices e 5@ “~ QR Cod

. s A ode
Secure Browsing *= %% -

Scan and Play
Instant Play n

r Industrial Technology
Research institute
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INNOVATING
A BETTER FUTURE

Thank you!
Questions and Comments?

ares@itri.org.tw
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What are we facing today?

* Everything is connected

WANNACRY
RANSOMWARE HITS
HUNDREDS OF
— COMPANIES GLOBALLY,

RANSOMWARE ATTACE] M, e Attacks everywhere

KEEPS HOTEL GUESTS 3
)

3 N
P
.Lﬁ‘i- A

o

IN AUSTRIA LOCKED
0 DE BOOV

e Mobile Attacks

1M GOOGLE ACCOUNTS

, Industrial Technology
. Research Institute
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Secure Every Environment

TOMORROW @ a @ .“A.

AUTOMOTIVE oy Risk Exploring

TODAY Soesassit = \ Emerging Challenges

YESTERDAY

NETWORK ENDPOINT

| Check Point

, Industrial Technology
. Research Institute
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$ 5% 4 5 %% (Internet of Things Eco-System )
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Cisco ISE and AnyConnect RE= RIS E RN BT

Siscolps

Context aware policy service,
to control access and threat
across wired, wireless and
VPN networks.

Cisco Anyconnect

Supplicant for wired, wireless
and VPN access. Services
include: Posture assessment,
Malware protection, Web
security, MAC Security,
Network visibility and more.

atlear]es
CISCO

Wired

SIEM, MDM, NBA_IPS, IPAM, etc.

Cisco ISE

D O

Partner Eco System

Access Policy

For Endpoints For Network

Wireless VPN

&

O

Role-Based Access Control | Guest Access | BYOD | Secure Access
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Managing Policy Based on "Trust’

Connecting Trusted Users and Devices to Trusted Services

Cisco Identity Services Engine

App B

L Trusted Asset

a Trusted User

Exchange Outlook
n Partners

Behavior

o iV
Vulnerability

Office 365 Kanugle doss
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METRICS
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a5 — 2y
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apple-device: [24.28%)] gbg=b...~wicT: [11.94%] _

P—

BYOD ENDPOINTS @ 8 J X ALARMS ©
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ﬂ Configuration Changed
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the computer/domainDomain=ACME-2975FR lne+- ~cslhecount = [P10.11.36.20
h TrueName=Administrator SID =5.1.5.21.1  TREX B EERORIE 5543 50" JmP |

oy Status=Degradedwmi_ type=UserAccounts

Windows 5&58
Aug 08 06:09:13 acmesep0l.acmetech.com Aug 09 06:17:24 SymantecServer acmesep01:
name: ACME-002,5ource: Real Time Scan,Risk nam Hacker‘tool.rootkit;iccurrences: 1,C:/Dpcuments and
Settings/smithe/Local Settings/Temp/evil.tmp,"""™" ° 535 = d,Request~ ' - 3715 7'~ ~1ed, time:
T
2009-01-23 03:19:12,Inserted: 2009-01-23 03:2u- ,ﬁﬁgﬁﬁ_{: 9:12,Domair *ﬁ_lp 4. My

Company\ACME Remote,Server: acmesep01,User: smithe,Source computer: ,S elP:)10.11.36.20

irus found,Computer

ﬁ Aug 08 08:26:54 snort.acmetech.com {TCP}{10.11.36.20$072 - .11.36.26:443 itsec snort[18774]:
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Mew Flows Initiated ————————————— Source IP < Devices = Event Count % | Events &

10.56.130.55 168.951.1 | | ettt of - Y 10.56.143.82 R — 1806 #E=
: Data Exfitration — \ BREE
e Tk i 168.95.1.1 Firepower 522  ICMPECEE
= . Steathwatch ARl
10.56.196.237 AT AE
184.26.142.138 10.56.196.10 Stealthwatch 196 ICMPEzE
61.222.248.170 A e il AEEER
o 10.56.129.65 EREE
180:217-250.233 10.56.130.96 ERTR
Stealthwatch 108  ICMPEE
10.55.192.53 * 10.56.129.39
1055112153 AEREE
10.56.133.154 Stealthwatch 76 ICMPEZrE
10.56.194.201 : AEEE ¢
212.178.124.70 P — 50 ASEE
27.242.228.157 HiEEE
10.56.196.147 s 10.56:129.22 p— e
10:56:210:99 fthwatch Phrrtsbes
42 77.44.96
172.20.17.79 Stealthwatch 48 ICMPEE
172.16.12.71 k ANERER
:g':g': gg:g: 10.56.231.51 Stealthwatch 46 KEHE
172.16.12.72 HiEEE
BRETS
10.93.22.121-
10.56.140.123 10.56.130.14 Stealthwatch 45 ICMPEE
REER
RETS,
2 3 4 5 6 7 8 9 10 FT—E»
FISiEEED E2TE KREER EREE FEATh : £k hEmE
Recon . Bad Reputation Data Loss Botnet Phishing Black List Ransomware
fREd ' AMPIRES IPSHERIES oJgaEnge . BERER *
Umbrella AMP Endpoint I IPS Signature Atempt _ Policy Violation

477 790 61927 33 3,493 0 46,214
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MSS - 3285 (Globe)

MSS - B8 (Overview)
= [ Seurces : - . -
172161151  ciscosmc 578 Amemgnied User MSS - Wuﬁﬁgﬂ (Reconnaissanc e)

BSRIPAT Prviege Lan
Host Lock . i )
T MSS - AJsE2E s (Atrempted)
Pabcy Violatan

i i o MSS - R E T4 (Bad Reputation)

Eiarearmer Agminisiraios

|l:-'|‘|’ Lexch Vellafumn SS Fﬁg\ﬂﬁg— (B I,_ _ljet 1
|
e . _ Policy Vickason MSS - &kl 2 & (Data Loss)
TTAIE1 C G Host Leck
Wi .
Mac vy MSS - Firepower $5#155 (Signature)
Poicy Vickabon
sz il ey MSS - EEEgri2 (Malware)
Voo - Z S \ vo ey

Wiokafion
h":lc.l’l.-lfl'""
Pa . ~ ~c oz w. . N .
oicy Vikation MSS - E2eEHIE R (Policy Violation)
A Network

Trogan was

Detected joc o= o -
Host Lock MSS - EEE fiEuk (Black List)
Variatem

Foa i SS - ghZE0EE (Ransomware)
MSS - FEJ?I?;‘E:&}*E‘ (Application Visibility)

. al-r

Bad H!',]h.l'lﬂ'[iljn L & 5 Ransomware
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Firepower+StealthWatch 2 = & 47 4 %

Firepower + Stealthwatch 3ZR 31 - BEERHR

10.56.202.43

Setup_._. 16 exe

Setup_F.__16.exe

ELHF Rk
[file-
downloads/builds/static_delivery/installers/
fileviewpro/spf/101816_build/Setup_FileVie
wPro_2016.exe

10.56.216.116

Firepower + Stealthwatch XX o1 - BEMETS

EXRHERR:

http://www.solvusoft.com/file-

B Duce Hourding downloads/builds/static_delivery/installers/
High Co... Index driverdoc/spf/build_100716/Setup_DriverD

High Traffic

ICMP Flood oc_2016.exe

10.56.202.43

source_ip

10.56.216.116

0
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Huegdm B IRFRRER YT

REERE R RERERE (amv | wsmmv 1 @

REQERE ARG P (HEEN) REQGRE NRBHMRE (REURMEEH)
Time © P Location - User Action - Status - Time - P User Action Status
1 2016/07/0703:22:00 1051.1.38 LR ] root Connect 0K 1 2016/07/10 00:00:00 10.1.1.1 root Deploy oK
BARZE EHAN FHHA RN MR RERE HELRE WR BB A0 M &% Eﬂﬁi XEE!IJ‘] PiEibch |
(###Splunk L) I > N1
FileName Check_Time ° Size - 5
Floems Se © | Updete.Time © — o anupbet  2016/07/10 12353 e
Eject exe 15820  2016/07/01 00:00:00
S sdeleteexe  2016/07/10 2423 X e
2 Open.exe 37827 2016/07/01 00:00:00 Z 2.5
v
i engdispexe  2016/07/10 313866 & cap.ene - =
3 Close.exe 32158 2016/07/01 00:00:00 *
00:00:00 ...
enginfoexe  2016/07/10 123000 i ..
4 Cashcom 53120 2016/07/0 00:00:00 s
00:00.00 0 2 7/10 (ME)
5 Countcom 183320 2016/07/01 count 2016
00.00:00 _time
6 Checicexe 42340 2016/07/01
00:00:00
Changeexe 632340 2016/07/0)
00:00:00
8 Collectexe 134243  2016/07/0
00:00:00
9 Shutdownexe 63123 2016/07/01
00:00:00
10 Stop.exe 23433  2016/07/01
00:00:00
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Attempt_._ervice 192 168.63.23
192.168.63.186 220.228.383 3 Attemp._.e Gain

Data Exfiltration
Suspect Data Lot

2 MSS - BE{74 (Bad Qe
192.168.62213 69. MSS - Nessus

192.168.15.37

202.39.160.144
202.39.168.53
2023916851
2023916854

172.16.1.150

& IPHHE
19216862 204
192.168.63.131 6.2, 2 =
19216863110 | 5 3 2 &P FiH
192.168.60.43
192.168.13.76
192-168:14-78
19216863113
1921686017

[EIfHE - By Host

192.16863.18

192.168.62.220 S S TR R

Top Number of Stages by IP

AERRED

6

AMPIAEA Bl SEER PaltleItOEEE
1

AMP Endpoint Attempted Trojan , . Signature Nessus Critical

0% 36 4 0 18
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Data Loss
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Malware
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Privilege Gain
Host Lock Violation
Policy Violation
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Administrator
Privilege Gain
Aftempted Usef
Privilege-Gain

Host Lock Violation
Policy Violation

Host Lock Violation
Misc Activity
Policy Violation
Host Lock Violation
Misc Activity
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A Network Trojan
was Detected
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asco. Cisco Umbrella

s T - ek 3 & 5 areeams 1 %
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Adware
I Chat

Ecommerce {Shopping

File Storage
Games
M Instant Messaging
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Software [Technology

r T T T T T
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Isjrzs [i=: 28 Webmail

OTHER
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lan line.me.
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S EE=0 (Top Computers)

maccuryffiMacBook I NeilChen's MBP
Pro maccuryfMacBook
Pro
I Demo_Upatre

FIE={FEEE (Top Threats)

W32 Trojan.Agent.URT

%tmﬁplu aunmnmmm W32.Auto:d17340.in03.Talos

w3umo.e0554nms-.snsnl.Hl%sz Gen g i eI 80 1202 e Talos
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