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REAL CASE STUDY (f&;Z& A1)
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2010/11/29 17:39 ~ 2010/11/29 18:39
4
®"E

- 1400: SMB: Windows Logon Failure
= 2010/11/29 16:39 ~ 17:39

1.5

1.2

N

[‘\‘
1.

- — >
v o TYTTLTY P eees®, 1
M A ’
o | 16:39 16:59 17:19 17:39
Ll Mkdkd Ll L 4L /L
17:39 17:49

Hit Count

\ﬁque IPs

TEIPE: BevIPsh W Bhws
i3 s 17:59 1
; _ | [ raea |
sEER 2 v HANGEES e REP | AEPot | B® | EeP | E@port BOREAN | BY | Se
B | #g 1400: SMB: Windows Logofl Failure | 111.148.238.223 | 2439 192.168.105 | microsoft-ds(445) | &1LHIAE 65
5924: DNS: NXDOMAIN Response 10/11/4 1400: SMB: Windows Logofl Failure | 111.148.238.223 | 2439 192.168.10.5 | microsoft-ds(445) | &ILHIAE 65
1400: SMB: Windows Logof| Failure | 111.148.238.223 | 54328 192.168.10.5 | microsoft-ds(445) | &ILHIAE 1
SRR S A G 2010 4 00: SMB: Windows Logof Failure | 111.148.238.223 5]323 192168105 | microsoft-ds(d445) | &ILHIAE 1
1400: SMB: Windows Logoff Failure | 114.51.26.141 54159 JP 192.168.10.5 | microsoft-ds(445) | &ILHINE 1
1400: SMB: Windows Logoff Failure | 114.51.26.141 54159 JP 192.168.10.5 | microsoft-ds(445) | &ILHIAE 1
1400: SMB: Windows Logofl Failure | 114.51.26.141 64291 JP 192.168.10.5 | microsoft-ds(445) | &IEHIAE 2
1400: SMB: Windows Logoll Failure | 114.51.26.141 69291 JP 192.168.10.5 | microsoft-ds(445) | &IGHIAZE 2
(?ﬁ @U IQ %ﬂz;/}?\) T8 Windows Logo Failure | 1145126141 | 6331 P 192.168.10.5 | microsoft-ds(d45) | HILHFAE 1
1400: SMB: Windows Logoff Failure | 114.51.26.141 6@331 JP 192.168.10.5 | microsoft-ds(445) | &ILHINE 9
1400: SMB: Windows Logof| Failure | 80.191.236.226 1420 IR 192.168.10.5 | microsoft-ds(445) | &iLHIAE 4
1400: SMB: Windows Logofl Failure | 80.191.236.226 | 1§20 IR 192.168.10.5 | microsoft-ds(445) | &ILHIAZE 4
1400: SMB: Windows Logof| Failure | 80.191.236.226 3922 IR 192.168.105 | microsoft-ds(445) | &1LHIAE 2
1400: SMB: Windows Logof Failure | 80.191.236.226 | 3322 IR 192.168.10.5 | microsoft-ds(445) | &ILHIAE 2
1400: SMB: Windows Logofl Failure | 80.191.236.226 | 3422 IR 192.168.10.5 | microsoft-ds(445) | &IGHIAZ 10
1400: SMB: Windows Logof| Failure | 80.191.236.226 3922 IR 192.168.10.5 | microsoft-ds(445) | &ILHIAE 10
\
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10.42.184.161 2013/08/14 2013/08/14 2013/08/14 2013/08/15 2013/08/15 2013/08/15
J—_E{'Eﬁﬂ'fi—{%‘_{ﬁl%z%iﬁ“ 13:15:00 17:55:00 22:35:00 03:15:00 07:55:00 12:35:00
I 3

Invalid User Login (Security: 672) 1042184161 2013/08/15 13:09:55 OA ADO2
Invalid User Login (Security: 672) 1042184161 Jjeff 2013/08/15 13:09:55 OA ADO2
Invalid User Login (Security: 672) 1042184161 jeff 2013/08/15 13:09:55 OA ADO2
Invalid User Login (Security: 672) 1042.184.161 Jeff 2013/08/15 13:09:55 OA ADO2

B ap Audit User (51 B FRP Audit User ki

Invalid User Login (Security: 672) 1042.61.64 john6_ye 2013/08/15 09:08:14 Invalid User Login (Security: 672) 10426164 johné_ye 2013/08/14 17:31:11
Invalid User Login (Security: 672) 10426164 johné_ye 2013/08/15 09:08:14 Invalid User Login (Security: 672)  10.42.6164 john_ye 2013/08/14 17:31:11
Invalid User Login (Security: 672) 10426164 johné_ye 2013/08/15 09:08:09 Invalid User Login (Security: 672) 10426164 johné_ye 2013/08/1417:31:11
Invalid User Login (Security: 672) 10426164 john6_ye 2013/08/15 09:08:09 Invalid User Login (Security: 672) 10426164 john6_ye 2013/08/14 17:31:11
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HIRFE BN 2!
h 777 z& g v ’” a" /Lﬂ A‘ﬂﬂb z‘/]/’ LIRS 17 S . .
HQIPJ/\X%\%EA&IH 013/08/14 2;3;3,/08,/14 — 72013/08,/14 . 2013/08/15 | 2013./08,/715 2013/;5’

13:25:00 18:05:00 22:45:00 03:25:00 08:05:00 12:45:00

& (@IPEA 31T HIB B
REMINE

Audit User

Logon Success (Security: 673) 10422012 K000477 2013/08/15 00:20:01 OA ADOQ2

Login Failure (Security: 675) 1042.201.2 K000477 2013/08/15 00:18:46 OA ADQ2
Login Failure (Security: 675) 1042.201.2 K000477 2013/08/15 00:18:46 OA ADO2
Login Failure (Security: 675) 10.42.201.2 K1102366 2013/08/14 23:52:49 OA AD02
Login Failure (Security: 675) 1042.201.2 K000477 2013/08/14 23:46:23 OA ADOQ2
Login Failure (Security: 675) 1042.201.2 K000477 2013/08/14 23:46:23 OA ADQ2
Login Failure (Security: 675) 1042.201.2 K000477 2013/08/14 23:45:33 OA ADOQ2
Login Failure (Security: 675) 1042.201.2 K000474 2013/08/14 23:39:37 OA ADQ2
Login Failure (Security: 675) 1042.201.2 K000474 2013/08/14 23:37:12 OA ADO2
Login Failure (Security: 675) 1042.201.2 K000474 2013/08/14 23:37:12 OA AD02
Login Failure (Security: 675) 1042.201.2 K000474 2013/08/14 23:33:56 OA ADO2
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~ Real Case Study (FREIDNS ServeriZEDDoSEi 2)

EZDNS 782155 3K DFW/DNS # 7 B 757 Dlinternet #4555 45 12

C006929: DNS: DNS Query gf* ;EHEIP EB:JIP Empon :k& ~
2010/09/23 15:05 ~ 16:05 X
a0 400 C006929: DNS: DNS Query | 210.60.205.37 71261 domain(53) 348
24 —~ 320 C006929: DNS: DNS Query 210.60.205.30 7.126.1 domain(53) 204
g 18 B 240 ¢ C006929:DNS:DNS Query | 163.27.126.250 71261 domain(53) 193
v Q
| % 9 C006929: DNS:DNS Query | 210.60.205.56 7.126.1 domain(53) | 132
£ 80 T
z o C006929: DNS: DNS Query 210.60.205.19 7.126.1 domain(53) 121
C006929: DNS: DNS Query | 163.27.126.253 7.126.1 domain(53) 86
15:05 15:25 15:45 16:05
C006929: DNS: DNS Query | 210.60.205.29 7.126.1 domain(53) 81
FEIPS: BehIPs W Sihna
~ C006929: DNS: DNS Query | 210.60.205.85 71261 domain(53) 76
N Bt FEIP GBI ~ B&IP BayPort R
% 3&1@3& 7}2;&% o 6924 DNS: NXDOMAIN Response | 200.28.4.130 | cL | 126.1 | domain(s3) | 2
X Al 51 I | |
I SX ¥ A1) 6924: DNS: NXDOMAIN Response  200.28.4.157 [ c. | 1261 domain(53) [ 2
6924: DNS: NXDOMAIN Response 202.102.199.82 0'@ .126.1 domain(53) 4
1010024 11102 = aar0n 6924 DNS: NXDOMAIN Response | 61.147.37.196 | C 7 1261 | domain(53) | 4
140 w 6924: DNS: NXDOMAIN Response | 220.167.29.243 | CN 1126.1 domain(53) | 2
6924: DNS: NXDOMAIN Response | 220.167.29.239 | CN 1126.1 domain(53) | 2
g 6924: DNS: NXDOMAIN Response | 6123315442 | CN 126.1 domain(53) | 2
;- 6924: DNS: NXDOMAIN Response | 2188515221 | CN 1126.1 domain(53) | 2
5 6924: DNS: NXDOMAIN Response 218.85.157.74 CN .126.1 domain(53) 2
6924: DNS: NXDOMAIN Response | 80.190211.10 | DE 1126.1 domain(53) | 2
11:02 11:22 11:42 12:02 6924: DNS: NXDOMAIN Response 62.146.0.10 DE .126.1 domain(53) 2
TEEIPE Bevips  m B | 6924: DNS: NXDOMAIN Response | 212.123.96.110 | DE 1126.1 domain(53) | 2
6924: DNS: NXDOMAIN Response | 200.107.1062 | EC 126.1 domain(53) | 2
6924: DNS: NXDOMAIN Response 80.12.204.167 FR 1126.1 domain(53) | 2
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DNS Protection Solution: Deployment Example
Mirror DNS traffic to Probe Analyzer

Perimeter

N-Partner Probe

Clients

Action Device

b= e e ]
N- Reporter

m REPORTER
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DNS Protection Solution: Deployment Example
1: Probe sends NX Domain Logs to N-Reporter

Perimeter

N-Partner Probe “

£

DNS

Client “

\ Action Device

b= e e ]
N-Reporter

2: N-Reporter generates NX Domain list
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DNS Protection Solution: Deployment Example

3: N-Reporter sends NX Domain list to action device. It’s not IP isolation. We block NX Domain
queries only, and all normal domain queries will be allowed

Perimeter

N-Partner Probe “

£

W ——

Client “

Action device

IE—— To deny NX Domain

N-Reporter

query is the best
Solution against NX
Domain attacks using
spoof IPs

v
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NX Domain Query Behavior- 24 hours monitoring resulit

Hit Count Session Packets
Fi5 355 0.00 0.00
SAE 5 0 0
=/IVE 2 0 0

HitCount

HitCount Report
2014/05/22 16:30 - 2014/05/23 16:30

a A I'\/\n )

F n‘ul/’] ’/\ /‘ /WM lh'\‘/‘l \ \/‘I‘f\\ J/\f.
\ U\ A A VAN
3 ‘ f \ / wl,' "vw \n/ li‘i o

|
1 M [ n N
.' I| V\/\\/"' "\/.f V |'|/"'\~y ‘/ l" VII '.'Ilf\l
\/ W
V

A
Al A Iy
|||Mrv \ /f\f" ||",/\/"\v\/“ !

INX Domain Name

0
05/22 16:45 05/22 21:30 05/23 02:15 05/23 07:00

a4 HRCount/S=c

05/23 11:45

-net.tw 75.86K
bemlbsqgal@broadcom.com 28.09K
B - 24.36K
n samsungvuieventlog.vlingo.com 15.51K
api.mapbee.com 7.82K
ﬂ h-slp.mnc001.mcc466.pub.3gppnetwork.org 248K
f1.bumpserver.com 22K
n poafapi.gfstation.com 139K
n mwsitO1p 137K
denis.stalker.h3g.com 136K

|
05/23 16:30

REPORTER



/%)) N-Partner
\ Next Generation Technologies & Security of Network

NX Domain Query TOP 10 Makers- 24 hours statistic

No | T Destination IP et oty L

B N-8ox1031: NxDomain 70.39 ™w 2201 ™w 207K
N-Box 1031: NXDomain 54 ™w 2.201 ™w 17K

N-Box 1031: NXDomain 2196 ™W 2201 ™w 155K
N-Box 1031: NXDomain 216 ™w 2201 ™w 1.5K

N-Box 1031: NXDomain 9.149 ™™ 2.201 ™™ 149K
n N-Box 1031: NXDomain 5.47 ™w 2201 ™w 1.46K
N-Box 1031: NXDomain 156 ™w 2201 ™w 1.35K
n N-Box 1031: NXDomain 0.143 ™w 2.201 ™w 1.28K
Bl  n-80x1031: NxDomain 3.36 ™w 2201 ™w 127K
N-Box 1031: NXDomain 224 ™w 2201 ™w 123K
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Deny NX Domain Query- 24 hours statistic

Deny NX Domain queries- Save DNS servers

Hit Count

Destination IP

2] 107 ™w 46.99K
41 ™w 46.8K
66 ™w 4367K
NXDo! 5t bemlbsqal@broadcom.com. 1199 W 43.28K
NXDo kt bemlbsqal@broadcom.com. 243 ™ 42.39K
B o it 551, 113 ™w 4213K
NXDo kt bemlbsqal@broadcom.com. 1151 ™ 41.81K
n NXDo Kt samsungvuieventlog.vlingo.com. 6.183 ™ 41.13K
n NXDo 5t lipin.ctrip.cnc.ccgslb.net. 192191 W 32.26K
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3/9 11:03- BRDNSH AR E

13019: DNS: DNS ANY Response 2RER 2P E#Port EEEE 12 e
2015/03/0910:03 ~11:03
us 53 13,059
8
@ b189 MK 53 6,965
11:03
FEIPEk: 6 9 DNS: DN NY Res -
6 BrPE. 1 13019: DNS: DNS ANY Respon 71120142229 us 53 6,783
R 7.16K
o el 13019: DNS: DNS ANY Response 113.28.163.227 HK 53 4815
Y, 4k 2019 DNG- DNS ANY R 3
.g 13019: DNS: DNS ANY Response 69.27.199.74 uUs 53 3357
S
13019: DNS: DNS ANY Response 68413735 us 53 3122
2 2k
13019: DNS: DNS ANY Response 63141198179 53 2633
0 ok 13019: DNS: DNS ANY Response 113.28.162.147 HK 53 2,006
10:10 10:20 10:30 10:40 10:50 11:00
13019: DNS: DNS ANY Response 63141198217 53 1801
N Rk =ik o ponse 10425576117 53 1136
=LA QEQLva
bps Line Report | V s Line Report
20153?05.10~201E3 911:10 W%W Jj 2015 3pgos.lo~201g3 911:10
150K
100K 40
2 g
50K 20
0 0
07:00 08:00 09:00 10:00 11:00 06:00 07:00 08:00 09:00 10:00 11:00
Send bps — Received bps Send pps — Received pps
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NNERBDHT- FERBFER WA ED

| BIGERNITT )

6
4 A
“ 8 .  ,
8 alaa aalaan , ¥ T
2 Y, A
r/ -
_/:,_\_,_——-\__J/_‘.'/—_’ :
0
06:00 09:00 12:00
<65 M 65-96 97-128 M >512

B FEP FWrort FAER Bae BigPort ENIPEWNN Bl | ~
16538: TCP: OpenSSL ClientHello Message 121152177 4885 CN 223 EEpgae 85
16270: TLS: OpenSSL ChangeCipherSpec Request 121152177 4885 CN 223 79
16270: TLS: OpenSSL ChangeCipherSpec Request 121152177 4706 N ogAR=aE 36
16538: TCP: OpenSSL ClientHello Message 121152177 4706 CN 223 36
16270: TLS: OpenSSL ChangeCipherSpec Request 121152177 5003 CN 223 1
16538: TCP: OpenSSL ClientHello Message 121152177 5003 CN 223 11
16270: TLS: OpenSSL ChangeCipherSpec Request 121152177 5221 CN 223 3
16538: TCP. OpenSSL ClientHello Message 121152177 5221 CN 223 3
16270: TLS: OpenSSL ChangeCipherSpec Request 121152177 5112 CN 223 2
16538: TCP: OpenSSL ClientHello Message 121.15.2177 5112 CN 223 2
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3/9 11:03- HIREE=SServer 404 Error

11652: HTTP: Server 404 Error
2015/03/0910:03 ~11:03

200

150

100

Unique IPs

50

10:10 10:20 10:30

FCEIPg I BEIPE

10:40

10:50 11:00

— BHFRE$

300

[=4
o

uno) IIH

=fF

11652:
11652:
11652:
11652:
11652:
11652:
11652:
11652:
11652:

11652:

HTTP: Server 404 Error

HTTP: Server 404 Error

HTTP: Server 404 Error

HTTP: Server 404 Error

HTTP: Server 404 Error

HTTP: Server 404 Error

HTTP: Server 404 Error

HTTP: Server 404 Error

HTTP: Server 404 Error

HTTP: Server 404 Error

FIFP
61.220.141.217
118.163.159.210
118.163.240.108
220.132.130.176
114.33.36.179
122.116.208.32
61.220.141.217
61.222.59.107
61.220.141.217

125.227.123.223

2222232222232

(Tl
&

Ba9IP

223.26.68.83
223.26.68.83
223.26.68.83
223.26.68.27
223.26.68.83
223.26.68.83
223.26.68.27
223.26.68.83
223.26.68.38

223.26.68.83

BRIPEE T
AEmTH
AERTH
AEmRTH
hEmRTH
R\
AERTH
AERTH
AT

RE
291
112
38
35
31
31
26
26
24

23
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& AR ST = A B

e

- S RBEREE(Up/Down)
> ﬂﬁ%ﬁﬁﬁi‘é(cw/Memory/Bandwidth)
- HEAE

| SNMP

\/

» NetFlow/sFlow

» L3/L4 Data

» OREFERAS

- ERHARE » HEK/N\EProtocol &5
- RREDEBESE FAIRELE LIEESyslogis = udit, » FEBEIDDOSHHTRE
System LogZ= i - BE SBEXE/\WERE

\V/

» B (Event) Logrt B ARERTH - oRERRER

> Al RRDITER
» L7 (Application Layer) Data m REPORTER
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% HEBEANAR mERENER - BRITZEREEE

ol

Internet
ZESNMP, Flow, Syslog
v'SNMP: Network Device N
v EZ Syslog: IPS/IDS, UTM, WAF, NGFW, . .

Wireless
v Flow: Netflow(v5/v9)/sFlow/Jflow
v Syslog Traffic: Firewall
v'Server/Application: Web Server(Apache), AD, _

Database(Oracle, MSSQL), Server(Linux, Firewall
Mail)...
Switch :x: :X: :X:

RESTE—EENE  EEERALRE A W nonaan
RZE £ mEEEMA LR Event Log.
N-Reporter

m REPORTER
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B R B EE 2wt 15 1A
—B T ARARESEHREBREIRE

= » SNMP 3% » SNMP 8 {58 3%
Q o
—_—

1'|

<
s

‘

g i P& Show All Close
B EoES
£ H3C
4 & Root (575) - -
_ IP: 172,23.59.63 ZREER ERAETREL2SW
P PWES (33)
H3C Comware
4 QiRigEP (28) SRS Model: H3C
o = . Platform Software
B ZZHH% (10) ) ) s
EE=E On RIBAREE: L AL
= 172.23.59.10 (Core)
= 172.23.59.17 MAESRE: 2015/05/26 11:06:44 T ERREE: 2
= 172.23.59.23
= 172.23.59.63 CPURN SMEAL =
B MMAP (21) CPU Utilization Memory Utilization
B8 PAXHE (1)
2 EpFE/) (40)
2 “EE/) (25)
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Bl

=3

'.’sh \W
DWW

Sales Flow 2013/12/05 21:26 2013/12/08 01:09
TP Office Flow 2013/12/05 21:26 2013/12/08 01:48
Marketing Flow 2013/08/29 20:36 2013/09/17 09:08
IT Syslog 2013/09/16 16:21 2013/09/16 16:23
Manufacture Flow 2013/09/16 17:23 2013/09/16 22:40

B Green BGreen [ Green
I Green I Green I Green

B Green PBGreen [ Green

I Green

B Red Bred  JRed

bps Report
2014/04/10 00:00 - 2014/10/11 00:00

\ llI\

k__J L)Uk,-_/\_J
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(== \t = =5 7
E1 ST EE E = 4= A : p— BEOEWRS | Sesson | Packets
/1L < m— —
Y P 83.181 E{t Server Form 210.70.162.74 REXSHEATL 3917824 3.74M 542G
E = X I 1 \
<T== /N ;i 83.245 Eft Server Form 2107016221 REASHATL 195584 191K 183.65M

0.101 Home 210.70.162.21 REXASESE®) 29,184 285K 28.05M
83.242 E{E Server Form 210.70.162.21 RRx2EATL 7,168 7K 8.83M

7

HE-E 1 BIUAIESHED L IPvf/IPV6 pps Report
2014/07/25 12:45-2044/07/25 13:45

14K

' ARRERREE 11.2€

sarmEs O ZERmER TXA L E:E N ©-4K

5.6K
EHEMSF

2.8K

szes - [N .

2014/07/ 2014/07/ 2014/07/ 2014/07/ 2014/07/ 2014/07/ 2014/07/ 2014/07/ 2014/07/ 2014/07/ 2014/07/ 2014/07/ 2014/(
2512:45 2512:50 2512:55 2513:00 2513:05 2513:10 2513:15 2513:20 2513:25 2513:30 25 13:35 25 13:40 25 13|

@ Inpps — Outpps
First 1 Last SEEN(50 v| EAFERR: | 1
ERREHEFL 13.36K 149.92M 2.16K 32M 2014/0 12.00 &
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X% %%ﬁmﬁﬁﬂﬁﬁr&

EfR=8/AD s _ "
e ys/o >
ﬁﬁ%&ﬁ m \é’ N-Reporter .‘(3

AR ==
KBS /:JJuJuCJw = K E FlowHYa(S
= AlA F3 1O =1L B A

FE AT Q Lj A ww = ‘ E —
ERIAR e e RE3/LuAS

J= P == oA Y

TE R ISE = 2

XEREHE BIP BRER Packets
C006929: DNS: DNS Query 306 1166 d_user9 51378 W
C006929: DNS: DNS Query 615 1166 d_user9 57299 ™ 1 53 W 1K 1.46M
C006929: DNS: DNS Query 1 1131 d_user8 60890 W 1 53 W 1K 75K
C006929: DNS: DNS Query 6 1131 d_user8 53403 ™ 1 53 W 1K 52K
6924: DNS: NXDOMAIN Response 2 12 d_user2 2523 T™W 1 28.30 53 us 1K 40K
6924: DNS: NXDOMAIN Response 3 12 d_user2 20730 ™ b.22 53 T™W 1K 40K
h
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o

N-Reporteramsaizsvoo iR

Wireless Management

—C——-

i)

—rl

//;r—r___Access Point ///}‘W
—

PR

Wireless Area

uuuuuu

? E
{
g
H
© 000

- s |
R DHCP/DNS AD/RADILS
Application-Gateway
=>
N /
\ /
\
CoreArea

25
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.\/‘

G
=4, RRBIRTAERE

ALY

ZBYODH{ERE N

Time Event Hit Count |Private SourcelP|Public SourcelP[Username [Source MAC Location
2012/5/7 . . . .
21_361400: SMB Windows Logon Failure 152/1192.168.1.222 [210.100.38.101|Robin Shih  |00-50-56-C0-00-01 |AP-1
2012/5/7 .
21_449991: HTTPS: Google Gmail Access 2(192.168.1.33 210.100.38.101Sandy Chen |00-50-56-DF-11-1A |AP-1
2015/1%; 192.168.2.166 |210.100.38.102|Ken Yip 00-50-56-62-13-2F |AP-2

2012/5/7)2270: BitTorrent: Peer-to-Peer

. 69192.168.1.33 210.100.38.101[Sandy Chen |00-50-56-DF-11-1A |AP-1
21:52ICommunications

2012/5/7

21:59 192.168.1.45  [210.100.38.101|Richard Chou [00-50-56-00-14-B4 |AP-1

2012/5/7/6545: MS-RPC: Microsoft Server
22:17Service Buffer Overflow

=

192.168.2.88  [210.100.38.102|Peter White [00-50-56-77-11-54 |AP-2

201;?4; 192.168.1.77  210.100.38.101{)eremy Lin  |00-50-56-DD-30-6AAP-1
2012/5/7 " .
22_255670: HTTP: SQL Injection (SELECT) 17192.168.2.88  [210.100.38.102 |Peter White [00-50-56-77-11-54 |AP-2

m REPORTER



< iN-Fartdner
7 Naglaeeneration Technologies & Security of Network

# SER-BERENEMES

Internet

oo oo -

RO uterEEEEEEEEE

-}fﬁ EEREEAREEAREEREEREES

4

Event Log
sFlow
SNMP

Event Log
sFlow
SI\_IMP

Event Log ot —
sFlow Route EEEEEEHEEE

"
SNMP ‘

m REPORTER




WEEZEER-MAPLZZEFARESIFIIR

10:10

150K

100K

13019: DNS: DNS ANY Response

2015/03/0910:03 ~11:03 I
@ DNSKES=# 2

JEIPE: 6 _ N .
BRIPS: | —_— Trojan’
Brnm 716K TANET il DDoS  Virus

4k

10:20 10:30 10:40 10:50 11:00

ch & 48 o ) ; ®
0 MW . B, cEpeEs S
‘ - 3

JEIPg I BRrgk  — BeER$

bps Line Report
2015/3/905:10 ~ 2015/3/9 11:10

07:00 08:00 09:00 10:00 11:00

Send bps — Received bps

S A8

6} iN-Fardher



Q I" I"CII u Itl
tion Tect ogies & Security of Network

ZREAEBCEEPortal
RATRENER, 29T, R RIEINEE

> Top N %= [ EEaHm=EH (120%)

— + E3ES EREs Show All BEFEA =
EWREER ©gEREEs &R |v|OBz OxzeE W) s@zEs [
BEREEE @ syslog O Flow =R [security [Traffic [JAudit [Iweb []other

TopN Chart Py
Top 100 HitCount Top 100 Byte
2015/6/1511:59~2015/6/15 12:59 2015/6/1511:59~2015/6/15 12:59
3, 2.9%
2,0.0%
4 1.9
| 3,0.0%
5,1.9% \
- 4,01%
¢ ' \' ~ 5,0.0%
7, 1.7% )}
6, 0.0%
8, 0.8%

' 7, 0.0%

9, 0.8% \ .
8, 0.0%

10, 0.8%
9,5.8%

other, 11.7%

10, 0.0%

1: E4:traffic - Close . other, 1.2%
HitCount:13.39M (67.80%) :

REPORTER



a7
I iN-Faruner
Z Next Generation Technologies & Security of Network

S RB O EEENER

mPLNEES EZBERNERE
RO NEHAARENERRAEEN  wINSHELARNERRREEN (B0
LB BRZREIER  HPOHEIER)

B ERRFEERNEHRE ESEROLUNEEE S BNEE
(BEREBREEE ) BRFZERMWTOPN KREME*R

BT RAEY - EIPSRREMEINT  mAITHIBERWEIETRE - DEJRES
MIE - EHXRREREATNES  (Action HAHRIINEE

m REPORTER



iN-Fartner

Next Generation Technologies & Security of Network

igh Level&i®s, R EES NG

= BENOC/SOCEREIR LR
= Drill-Downitt B & M RIAE =] Dashboard =37 & 1

m

A dIN: Bartner,

» Dashboard
INBS 4B - severity AW T - SWARAR HA 5100 0N Y W AR S
- o® m25 w e
ARE 295M 271.7G  2563M 173G o Switch2 mii 10
BRI 2382M 134G 9493M 198G
CREE 1278M 766G 271M 214G o Server 3w .
DR 1035M 925G 125M 115.3G = o
EREE 60.7M  51G 73M 105G - flow 2000/s
1 2 3 4 5 6 y A 8 9 10 " 12 B
FRE 50.12M  83G 66M 98G
W Cotcal g o medium - Low
Y8 CE AR BT - severity 0 4 4R - SRR /severity 15 5 o 4 19 A
i MR R Critical High medium Low
HOME 1231 234 1345 1224 1000
ARIE 521 134 1073 1045 750
BRE 214 537 720 857 -
CRilE 158 257 1047 634
D 552 354 1241 458 o /\o—- -
EMEE 413 347 1024 1477 o
FRE 754 247 547 1137 1 2 3 4 5 6 7 8™ 10 11 12 A
W Cotcal W High # medum - Low
VAN =
— N
siec mrimuisn ﬁ N-CloudFiB 73 1T HI5EHI=
360mb 15mb
240Mm
180M
50mb —————= 23mb A
436mb ' 120M o= \ —
—_—  orm g T
oo oM N\
. \
36mb 1520 17 40 2000 2220 00 40 0300 0520
£2 inbps W Outbps




@ - I"dl U Itl
Z Next Ge tion Technologies & Security of Network
BRMmZ R0

db
. E

\ﬁ%%iﬁﬂ: Government/Education Center
v #8485 F3 A\ B0 Over 320,000
v'Internet Bandwidth Usage: Over 7Gbps

v NEEESJZ: 1 Center, 400 Schools, 50 Admin
Organizations, Server Farm

VITEE A EZl: Over 500 (Access N-Cloud at the
same time)

v'Syslog/Flows& & #2 21: Over 700

v'Syslog EPS: Up to 40,000 event per second
v'Flow Record: Up to 30,000 record per second
v Raw Dataff#E 7 Z25K: At least 5 Years
v'N-Cloud&% 5 48 21: 16x1U Servers
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