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* OpenlD Authenciation Flow

* Software requirements
* Implementation expreiences

* Security issues

2013/11/05



R—— e,

-

—. User Starts

(U Openio $80
__ OP redirects User : —
(12) to RR with Signed g 2 e
aton - : Signed Assertion
@® @
User presents
User redirected
AuthN request {0 OP with Authn
Request
_ OP generates key v . RP discovers OP via
(5 and association @ XRDS - OP is determined
handle -«
. RPinitiates . RP validales
(9) OP validates request 2 Aceociation - response
-
@. OP authenticates :
User & QP returns Key and _. AP retrives
€ Association " Federation Record
» and create session

OP - IdP

- OP discovers RP via
© xros

2013/11/05




relying pasty
e, gr youx i sna
# #
1. sen:i
E associate . |derrmier
hamdi 2. redirect
over UA |
over UA user agent ﬂln'll' UA check
au’ehanic:iun
¥
—
identity provider identity provider
.9 myopenid.com €., myopenid.com
Store Mode + Auto Login o, 0 pansy Immediate Mode soiing pert
.0 your sile €.9. your site
F  — | ;ﬂt—  —— |
X 7 £ 1 &
1. sond
Kiantifier 2. associate g 1. assmaia
8. redirect hange ¢
over UA H 2~ immediate
l | req uest
I'lil 1 4
end user wf 4. redirect end user wf AR . redirect
user agent over Uk user agent ;"l ':\\ over UA
i v
¥ z Y ‘k "“_ v ¥
identity provider identity provider
e.g. myopenid.com e.g- myopenid.com
A = BT R E R
2013/11/05 @ Ve Bummfmsﬁmm



/—*h
Openid 2.0 Libs

e http://janrain.com/openid-enabled/
e PHP

® http://dotnetopenauth.net/
e Dot Net Framework 3.5

e http://code.google.com/p/openid4java/

e Java
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ple Registration Extension
(SREG)

* OpenlD Simple Registration is an extension to the
OpenlD Authentication protocol that allows for very
light-weight profile exchange.

OpeniD Sim

* It is designed to pass eight commonly requested pieces
of information when an End User goes to register a
new account with a web service.

* A single field MUST NOT be repeated in the response.

* Ref: http://openid.net/specs/openid-simple-registration-extension-1_o.html
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SREG fields

181 £ 85 111 278

openid.sreg.nickname

openid.sreg.email
openid.sreg.fullname
openid.sreg.dob
openid.sreg.gender
openid.sreg.postcode
openid.sreg.country
openid.sreg.language

openid.sreg.timezone
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= Open ibute ange
(AX)

* OpenlD Attribute Exchange is a service for OpenlID
that enables transport of personal identity information.

o THERISREGHR1E - Attribute Exchange##BHIEZ S .
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* Ref: http://openid.net/specs/openid-attribute-exchange-1_o.html
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AX example

SPhRIFREEREFE=R1ESE (read.tc.edu.tw).
Subject- Subject Identifiers Values |
et openid.sreg.fullname- SRAE—.
FTEBRME. | http://axschema.edu.tw/school/id- ZRBE .
=Rl http://axschema.edu.tw/person/guid- A=
g Al http://axschema.edu.tw/person/roles. 2R ARIY.
R TT 4R http://axschema.edu.tw/school/masterclass. | Z2B8F-
AR A B http://axschema.edu.tw/school/classstunums. | Z2B7<-
F RS http://axschema.edu.tw/school/yearno- Bl SPReE
PR HE. http://axschema.edu.tw/school/classno- B WA
PEER RS- http://axschema.edu.tw/school/siteno- BTl aeE
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AX example(cont’d)

$BE— : A[\u3400-\u9fa5}{2,6}$-

SBEZ 1 A[0-9){6}$

$REE= : Hex(SHA256(* [A-Z]{1}[1-2A-D]{1}[0-9]{8}$))+

REAN 2 EE.
1 {'sid~014637" itle™ [ A SEE" "SREBE" "HE "BE).
2.{"sid"014638" "title™[“SER T

SEER @ A0-91{4)$

SHERFS ¢ A[0-9){21%¢
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Our Choice (1) — Java Platform

* CentOS 6

* JDK 7u 45

* Apache Wicket 6.11.0 = Java MVC Framework
* Glasstish Community Server 4.0

* MySQL Database

* GCA SSL Certificate

* Openidgjava Lib 0.9.8

* Personal URL

e http://openid.tc.edu.tw
e http://username.openid.tc.edu.tw
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T TERNEEERTEE/ RREEEREREE  FRESEEE
http:/imail.edu.tw/

254 eV FENESE - hitp/ _openid.tc_edu_tw

You had selected 3 animals.
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Our Choice (2) — PHP Solution

* CentOS 6 above

* PHP 5.2 above

* Apache 2 above

» Optional (LDAP, MySQL, Radius, etc ... extension)
* Include Oauth, SAML, etc

* Protal URL
e http://sso.tc.edu.tw

® Personal URL

e http://username.sso.tc.edu.tw
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PHP Solution
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Implementation expreiences

* Test for compatibility
e http://openid.net/

e http://stackoverflow.com/

e https://isp.moe.edu.tw/
* Data Source

e LDAP

e Database

e Mail

 Web Service

o L35
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Security Issues -- Http Get Parameter

e Association 2 DH Key = Encrypt return value (OP) -
Decrypt recieved value (RP)

ﬁwﬂ

| http:fflucalhust:EﬂE...e.favoriteCulur:blue| + | h

' é L Batilopenid.sreg. fullnarme= btwgs U KOxKST N KWW Qlgt U CEwd Dgd M G5 P kO T190w %3 DisTada o s K 0=a R s

| 1 Blegs | | Forum | | Learning English | | Java Development | | Open Courseware | | TC | | Test Site | |
Congratulations! You may now reviewlyour registratic

This information was provided by the OP...

Your Open ID: | hitp:/flocalhost8080/openid-provider-sample-app/sample/OpenldLoginPage

Full Mame:  James Steven Perry

Fmail &ddress  stowvaf@makntoennenltinn com
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Security Issues -- Http Get Parameter

SecretKeySpec spec = new 3SecretKevSpec{Basebd . decode{mac), "4AEZ"):

Cipher cipher = Cipher . getlnstance( "AES/ECB/PECE5Padd ing" ) ;

cipher.init(Cipher.ENCEIFD MODE | spec);

String result = new 3tring{Baseéd.encode{cipher.doFlnald "Jamnes Stewen Perrv".getBytes())));

fidecryption

Sec-etKevSpec spec = new SecretKevSpec{Basebdd . dzcodeBasti{mackey), "AES"Y.

Cipher cipher;

bty {
cipher = Cipher.getinstance! "AES/ECB/?KCE5Padding" );
cipher.init{Cipher.ECRIFT MODE, spec);
value = new Strirg{cipher.doFinal{Basebd . decodeBaistdivalue)));
Ing.info{ "Decrypt AES : " + walue);

} citch (Excepiion 8) {

}
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ecurity Issues -- Redirect(1)

2013/11/05
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ecurity Issues -- Redirect(2)
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Security Issues -- Redirect(3)
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Security Issues — Redirect(4)

@ FEIEEERETIE - Mozila Firefox - .
#20 SE@ BAV E=© 2E® IS0 =EH -~ . \ n
|@ zmunEEREIES +

htq::ﬁope nid-tc.edutw/server?openid ns=http%3A%2F%2Fspecs.openid.net%2Fauth%2F2 08topenid.return_to=http%3A%2F%2Fmail.edu.tw¥2Fc

ERHE e | BEndEy [ AERSEE

@ # '

g - FAE™ | ARdEw

@l Tl 6l &8l & O Al &I

@’ﬁ.@

%Iﬁ OTRE | AT ﬁ%ﬁ (=Ll \

= B8 E B

ucation Bureau, Tn:h ing City Government.

3»’5

2013/11/05



Security Issues — Redirect(5)
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Security Issues — Redirect(6)
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Security Issues — Redirect(7)
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Security Issues — Redirect(8)
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Security Issues — Advice

* OpenlD Provider (OP)
e CAPTCHA(avoid brute-force attack)
e Force validation RP’s relam
e Force Association with dynamic parameters = DH Key Agreement
e Enable SSL for endpoint

e OPs SHOULD implement Javascript framebusting code to prevent
their Ul from being framed.

* OpenlD Consumer (RP)
e Secure key ?77?7?
* Requesting Authentication in a Popup

® 450 p1 X 500 pi
e Ref: http://svn.openid.net/repos/specifications/user_interface/1.0/trunk/openid-user-interface-
extension-1_o.html
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Privacy Issues — Advice

* Person ID Sha256 Rainbow Table
e Char1: A~Z(26)
e Char 2:1~2(2)
e Char 3~9: 0~9(10000000)
e Char 10: check number(1)

° 26 X 2 X 10000000 X 1 = 5.2 {22

o iEiE BT + FUitEH/ M = 5.2 18 x 100000000
* OpenID Consumer

o Z2EEZ - HRIsha256i5ZRILE - 7
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