DNSSEC #! {75 H




% About DNSSEC

%@ DNSSEC Authorltatlve Server )tf '




About DNSSEC

% [EREYDNSIZE [ = %ﬁfu fﬁ BRI TS B
# Spoofing
# Man-in-the-Middle Attack
& Cache Poisoning Attack

& T BT £ i@@“ R

lﬂ? Z]IDNS T it[pl I—Fgﬂwﬁ DNSKEY 3 |#rE§,:
[:“’;?.\j‘ 9 pé EJ% ;| . g s B
1_,—:‘&[Hl'%‘k H—ﬁpJDNs ?‘j‘




™ A1

About DNSS

% Based on PKI (Public Key Infrastructure)

& Hashing
& Signature (B &)
a - ‘HE
& VREEEE (Origin Authentication)
& FrR[5WEEE (Data Integrity)
& TR

& Resource Record: DS & RRSIG




DNSSEC Authorltatlve

 Platform : ubuntu 12.04 LTS
" Bind 9.8.1-P1

Installation:
% root@Ubuntu# aptitude install bind9 dnsutil
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include “/etc/bind/named.conf.option’’;
include “/etc/bind/named.conf.local’’;

include “/etc/bind/named.conf.default-zone”;
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options {
Smectory var cacheppd: $22020902020202 2202000000

allow-query-cache { any; };

allow-query { any; };

recursion yes;

auth-nxdomain no; # conformtoRFCi035 =
listen-on-v6 { any; };

listen-on { any; };
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zone "tcrc.edu.tw." {
type master;

update-policy local;

allow-transfer{
163.28.82.5;
163.28.80.3;
¢

allow-query{
any;
5
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% dig @nst.tcrc.edu.tw +dnssec +multiline -t dnskey

s o0t 00

;7 ANSWER SECTION:

torc.edu. tw. 999999 IN DNSKEY 257 3 7 (
AmEAAQBADgNFIanLUbYTyqlxEK41BSurFUdmsZYqHbIb
DY@avFLAHA Z2WEx SEWMAAUHT kk r+x 8]dFGranGEbY A Hi
njsFerzobgglsegk lktgePQINsXhmwgxyR2kb0Eob55pn
doHk inSx 2K Zaek jymBdaMIcaWruT IW+4AEqp TR rKy+gx
BEIpJU2Ax AvBLEyA+Ngw3ECA4fUdcUZHGIalugl9s 7 fx
wxlh10oENfwdzHxFESZEL A yWwW3GrXNREUPPso1BgPx LAr
M+ iy IAVOFAOYIndAh04QBaPFNSDE Y wHp UMy LT ZWESBE N
mMHbx IHOKSnFy X3 1rsS5B4CwCWEZKILZtxBrX+Dc=
> ; key id = 45528

torc.edu. tw. 999999 IN RRSIG DNSKEY 7 3 999999 28121820012749 (
2012092081 2749 45528 torc.edu.tw.
driFadomzkFgbS24uML SRk FSCEhrefwG9I9fE1KFCxr /3
JOuBR+0kS9UdIolePTTEBLZNE+]Zz jPwx tRedYLNERX JwiAl
ATvglB8webPgUdOwNybc/yQZTLSK+N0Loa8bhNSHDLE S
ajdISNSGEWATUHUW vt vAaNFY+Ehvak HSYol1c9ZTVL 710
Uvtya0hOn@tcImXLEI 2gF1l6t JFE96TAT t91k cFHN)dsGD
haCUskheiy/nSkgqioslDIelvngke  YtIEyRylund+AL/
ZuiBbreMmiWksolaEiwlEedzesNtsFlekixQvocasBekl
UgLlCOyOWWFcceae W xITkXQw w3 A 20m==




dnssec-dsfromkey Ktcrc.edu.tw.+aaa+bbbb

# dnssec—dsfromkey Ktcrc.edu.tw.+087+45528

tcrc.edu.tw. IN D5 45528 7 1
tecrc.edu.tw. IN DS 45528 7 2
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