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CISCO WS-C6509-E Router (Version 12.2(33)SXH4)

<188>746609: Nov 18 07:33:37: %CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN
mismatch discovered on GigabitEthernet3/16 (2), with Switch GigabitEthernet0/33 (3).

CISCO FWSM Firewall Version 3.2(7) PIX

<186>Nov 18 2009 14:01:23: %FWSM-2-106016: Deny IP spoof from (::) to
ff02::1:ff9b:54b3 on interface outside

Freebsd 6.2 syslogd

<38>Nov 18 17:23:01 sshd[13247]: Accepted keyboard-interactive/pam for axer from
163.17.40.11 port 62757 ssh2

Linux syslogd

<86>sshd[31860]: pam_unix(sshd:session): session opened for user axer by (uid=0)

DLINK 3000 Switch

<138>Nov 11 01:26:24 192.168.44.2 CRIT: Unit 1, Back Fan failed

Syslog-ng 1.6

<28>Nov 20 22:02:29 dns named[41283]: client 163.17.90.16#57503: RFC 1918 response
from Internet for 38.1.168.192.in-addr.arpa

Syslog-ng 2.0

/home/mrtg/mrtg.schools.cfg.utf8 /home/mrtg/schools/)

8 <78>Nov 10 13:10:01 dns2 crond[1336]: (root) CMD (env LANG=C /usr/bin/mrtg
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freebsd + syslog-ng+ mysql 7% &
i# 1k 5 linux+ syslog-ng + mysql
syslog-ng + mysqgl &_i¢ * - & "plpe" ¥IiEe A gg?“«;ql:i@{r
syslog-ng it 7 ;18 > &4 & syslog-ng.conf:rk %

destination d_mysql {
pipe(*'/tmp/mysql.pipe"
template("INSERT INTO logs (host, facility, priority, level, tag, date, time, program, msg)
VALUES ('$HOST', '$FACILITY", '$PRIORITY", 'SLEVEL"', '$TAG', '$YEAR-$MONTH-
$DAY', 'SHOUR:$MIN:$SEC', 'SPROGRAM', '$SMSG' );\n") template-escape(yes));}

Tt shell = §4 7 - 1 pipe ¥ » 03 2 .

$ mysql -uaxer -p1234 --database=logdb < /tmp/mysql.pipe &
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25 [en] [infa] [notice] DEBUG INFO NOTICE W

fris &% [ER
#2=, [anacron] [crond] [crontab] [sendmail] [sshd] [su: pam_unix{su-l:auth)] [su: pam_unixisu-l:sessio] [syslog-ng] SETER (5H10739%) 1-100[101-
Rl #E R SE OH IFR T #Ha
(root) CMD (LANG=C LC_ALL=C /usr/bin/mrtg /etc/mrg/mrtg.cfg ~lock-file ~varlock/mrg/mrtg_|

1 cron info 78 2009-11-24 11:20:01 crond /mrtg/mrtg ak)

2 cron info 78 2009-11-24 11:20:01  crond  {root) CMD (env LANG=C /usr/bin/mrtg /home/mrtg/mrtg schools cfg utfd /home/mrtg/schools/)
Log statistics: dropped="udp(AF_INET(163.17.40.30:5140))=0", processed="center(queusd)=2096¢
processed="center(received)=11630", processed="destination(log_ser)=11630", processed="destir

3 syslogd [notice 45 2009-11-24 11:18:26 syslog-ng processed="destination{d_auth}=20', processed="destination(d_cron)=8477". processed="destinati
processed="destination(d_mesg)=0". processed="destination(d_cons)=0'. processed="destination|
processed="destination(d_mail}=787". processed="source(s_sys)=11650

4 cron info 76 2009-11-24 11:15:01  crond  (root) CMD (env LANG=C /usr/

n/mrtg /home/mrtg/mrtg.schools.cfg.utf /home/mrtg/schools/)

(root}) CMD (LANG=C LC_ALL=C /usr/bin/mrtg fetc/mrtgfmrtg.cfg —lock-file arflock/mrg/mrg_|

7 -11-24 3
cron info 78 2009-11-24 11:15:01  crond fmitgimrtg ok)
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([A-Za-z]+\s+\d+(\s\d+)?\s)?
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([A-Za-2\.]+\s|[\d\.:]+\s)?
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i 28 gy
dns 4184
dns?2 24332
dns3 18746
ftp.tcc.edu.tw 437769
last 303
ldap 19002
ms!.boe.tcc.edu.tw 6977
netflow.tcc.edu.tw 48412
rsync.tcc.edu.tw 13663
rsync2 168
spade 29791
syslogd 52
webmail 3261
WWW 13454




cCru

Sp g
EREFEREFR H r’v’ﬂsyslog ,,_ﬁ T Ak
e ‘:EE B :F 1608 ¥ 24k ; & 7 A 4F T 2F H2308
ga,,“{, o

HP i mP g & Hsyslog L9170 1 > | g
75% » Fl&RE » FTHE - Fehd 317:35’%‘ o
RPN N 3 r TREL Sl

A23° & KA BORER pﬁ'»#‘ﬂﬁkkvﬁ”
FRAZE W RRRE P LR

|




