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Abstract

In the network and digital age, the high
efficiency and high profit activities have to
incorporate with the internet. E-commerce is an
important system in the internet fever. However, the
network intrusion, malicious users, virus attack and
system security vulnerabilities have continued to
threaten the operation of the e-commerce, making
e-commerce security encounter serious test. In order
to avoid security flaws and defects of the system
caused user significant loss, how to improve
e-commerce security has become a topic worthy of
further exploration. Combining security test procedure
and exception detection procedure, in this paper
proposes an E-Commerce Security Prevention Scheme
(ECSPS). Applying ECSPS, no security event before,
routine security test procedure can identify security

vulnerability and defect, and develop repair operations.

Security event occurred, abnormal detection procedure
can quickly detect and identify event, develop security
defects revision step, and recover e-commerce system
normally operation. Two-layer security prevention
scheme can effectively enhance e-commerce security
and concretely reduce e-commerce security risk.

Keywords: e-commerce, security test, exception

detection, security event, ECSPS
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