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Abstract

Smart grid home gateway needs to consider both
the information security and the physical safety issues.
However, the safety issue has not yet been widely
emphasized. This research project developed an
information security certification standard for smart
grid home gateway, and the standard emphasizes both
of the information security and physical safety
requirements. First, we extended the newest Gateway
Protection Profile (PP) of a Smart Metering System by
German BSI [4] to include safety-related information
and to develop safety-related CC components. Then
we defined a corresponding certification standard for
this proposed PP. Finally, a case study was conducted
to demonstrate the effectiveness of the proposed
certification standard.

Keywords: smart grid, home gateway,
common criteria, protection profile.
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