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Abstract

The concept of digital home becomes popular
with the development of the information technology.
The OSGi Alliance proposes the idea of integrating
the household appliances with home gateway, in that
case, the communication among appliances becomes
possible. Many researches integrated of OSGi
platforms and the P2P networking to share multimedia
services. However, a digital rights management (DRM)
mechanism is needed to solve the piracy problem due
to P2P sharing system.

Although some DRM mechanisms for P2P
sharing systems have been proposed, they often
caused the DRM server overloaded. Therefore, in this
paper, we propose a new DRM solution based on the
P2P-OSGi system. Our solution uses PKI system
involved in the OSGi standard to protect
communication security and user authentication. Our
DRM system is built on OSGi service gateways,
hence, it is convenient for OSGi users to sell or buy
the digital contents. In addition, the proposed DRM
system is more efficiency since we do not need a
central DRM server to encrypt content.
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