TANET20130 00 000000-00000O

3 R4

DR Bk SE S 4
IR Bk SE S 4
ycwang@ntut.edu.tw

Fe

Address Resolution Protocol (ARP)E_% i 4%
o0l e e B = hk (IP Address) T F &8 = sk (MAC
address) sh4e B 1% 7> ARP spoofing E'J%‘gr_* ARP ;2
;1 PP G Eka & 4 IR L2 bldr A
W 5 e 32 # Denial of Service (DoS) 2 Man In
The Middle (MITM)sz# > ARP &k BLo i = ehie
Bert B2 RV G ¢ Brkpep@ i, H 3R A TR
¢ 1% 18 ARP spoofing @ mﬁ;aﬁgﬁ’» % 2 2 ARP
spoofing #c %8 5 = 1 ¥ % > 4 17 Arcai Netcut #ic %4 i&
TRE2EZ BNl f T2 - 2oV E
W~ i s oon s M R hp # L RI2 B Arcal
Netcut f#;4+- = % » 4% 3 & & Command-Line
Interface (CLI) # it 2 % 3¢ Llnux scripts s &k kte
XHFENE L F LR RFRRT G kP
% 7 3£ Arcai Netcut -

B &3 ¢ ARP spoofing ~ DoS ~ MITM -~ Arcai Netcut

Abstract

Address Resolution Protocol (ARP) is one of
heavily used protocols by computers for mapping
network address (IP address) to physical address
(MAC address). ARP spoofing is a deception within
the LAN caused by ARP flaws, which is used to
launch Denial of Service (DoS) and Man In The
Middle (MITM) by attackers. ARP flaws could cause
the network paralyzed and even worse personal
information stolen through ARP spoofing attack. In
this paper, we analyzed the process and the effect of
the common ARP spoofing software called Arcai
Netcut. A distributed, swiftly, effective, and low cost
solution, which could automatically detect and
defense the Arcai Netcut is implemented on Linux
Mini  PC. We combined the functions of
Command-Line Interface (CLI) and some different
Linux scripts to develop the software, which succeed
in detecting and defensing the Arcai Netcut in the
student dormitory network and campus network.
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