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Abstract

In recent years, the development of Internet
information and the popularity of mobile devices,
more and more information and activities are working
on the Internet and besides, web applications are
booming in our life. However, HTTP is a stateless
protocol. Therefore, the linking between the server
and the client verifying is weak and inadequate to
make the hackers target these sites. One of the most
common attacks is Cross Site Request Forgery;
Hackers would embed malicious code into the
attacked person’s web server. Then, viewers are
attacked such session riding and session hijacking and
other fraudulent attack by using of user identity.

In the research, we would discuss deeply the
current and future network security and propose a set
of URL change mechanism focusing on the Cross Site
Request Forgery attack. Using newly Web Storage to
store multiple UUID API Keys from many sets of

HTMLS &t =_

successful user-login is based on HTML 5 in the
research. Besides, while users operate to login into the
sites, combining the site and UUID APl Key is as a
request URL which is sent to the server.

When the server receives the URL, it can
compare the data from the server through URL
Routing mechanism to achieve the two-factor
authentication mechanism based on user cookie and
UUID API Key.

Keywords: Cross site request forgery, URL Routing,
UUID, HTML5, Web Storage
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