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Abstract

The events of DDoS attacks, which are made by
a huge number of misconfigured open DNS resolvers
on the Internet, have increased recently. However,
most administrators of these resolvers did not know
that their devices might help these attacks. In order to
remove such open DNS resolvers from the campus
network, first to locate them and then to help their
administrators fix the wrong configurations are
demanded. Based on the viewpoint of campus network
operation center, this paper discusses how to fix the
open DNS resolvers and also presents an efficient
approach to detect the open DNS resolvers inside the
campus network. The procedures are to find the IP
address of the possible DNS server first via real-time
analysis of the NetFlow data of the core router, and
then to identify it via the detector located outside the
campus network. And the effectiveness has been
verified by an implemented detection system for open
DNS resolvers.

Keywords: open DNS resolver, DDoS, network

management, NetFlow.
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L DNS seéfatr s

# dig +trace @140. 114. xx. 1 www. nthu. edu. tw
; <> DiG <> +trace @140. 114, xx. 1 www. nthu. edu. tw

106875 IN NS
106875 IN NS

a. root-servers. net.
e. root-servers. net.

2
e

;5 Received from 140. 114. xx. 1453(140. 114. xx. 1)

tw. 172800 1IN NS a.dns. tw.
tw. 172800 1IN NS b. dns. tw.

;3 Received from 198.41. 0. 4#53(a. root-servers. net)

edu. tw. 86400 IN NS c. twnic. net. tw.
edu. tw. 86400 IN NS d. twnic. net. tw.
W

;3 Received from 203. 73. 24. 8453 (a. dns. tw)

dns2. nthu. edu. tw.
dns3. nthu. edu. tw.

nthu. edu. tw. 300 1IN NS
nthu. edu. tw. 300 IN NS
W%

;3 Received 251 bytes from

168. 95. 192. 10453 (c. twnic. net. tw)

www. nthu. edu. tw. 86400 IN A 140.114.69.135
nthu. edu. tw. 86400 IN NS dns2.nthu. edu. tw.
W%

;3 Received from 140. 114. 63. 10453 (dns2. nthu. edu. tw)
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DNS queries

® 3. DNSF%K?T%M

# dig +tnoignore @140. 114. xx. 76 isc.org any

;; Got answer:
;3 —>>HEADER<<- opcode: QUERY, status: NOERROR
;3 flags: qr tc rd ra; QUERY: 1, ANSWER: 11

;3 QUESTION SECTION:
;isc. org. IN ANY

;; ANSWER SECTION:
isc.org. 34 IN A

Z ee
b

149. 20. 64. 69

;3 Query time: 4 msec
;3 MSG SIZE rcvd: 47

# dig +tnoignore +dnssec @140.114.xx.76 isc.org any

;; Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR

;3 flags: qr rd ra; QUERY: 1, ANSWER: 16, ADDITIONAL:
3

;5 QUESTION SECTION:

;isc.org. IN ANY

;; ANSWER SECTION:

isc.org. 24 IN A
V.-

isc.org. 7164 IN
;5 Query time: 3 msec
;3 MSG SIZE revd: 1275

149. 20. 64. 69
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B4 37 DNSife 2392 v i

%2 DNS F sf5e B 35c 50 T 5 F R
I AP 7S L
1. @ * g %R IP =n e UDP 4 & » grsif s )
ﬁ%tﬁﬁ?fiéna‘,%ﬁﬂi? [P ipb o gt vh o g ut
A * ehDNS & FR&F‘;%I"'A“'ﬁ‘J*i DNS % 3
B i p el DoS ¥ o b EHX 2D JF]"',%IG:
%t'%]‘ —i’[ﬁﬁe};mfﬂgﬁj’c '——‘g-*“ﬂiﬁ
2. B gt FT T mF#“ 3z i+ DNS f247 &

E T G A2 - LR R g 2
PR ag e

3o ML AgeRE hE ST FHpnr [ H o
1P imsbifih k1 B2 K £ F e e g

AT HEREERA AL &K o
FIPL 0k KGEEEF* Bl DNS RR B chrc 8 3%
R

3. DNS @R B erif3E 17/2

KH

B ¥R E A S Gt DNS PIRE FILE T L
AR 22l * 20 3 6 RFL > g
BRE Bl i € o UFIRIRE R A &
FHF @R RO IP iy o A% L F H % DNS
BRI R B gL s ;%gt%ﬁ“") iF ot m x’z%ﬁ
FErengs g o FAx T U DNS Bt il
e1 ACL (access control list)#4 &t k¥4 7 L B
Fregr2bpRarge BN IP mnk 2. DNS 4344t ¢ chiv
Fel foles R AL v A 0 w3 g T
o2 AW F RIS oA R TR
(%@&oa%?Nlﬁ%Wﬁ%ﬁé’E%%?
E @ w i 4 (REFUSED » 4B 6) » *7% % g3t 4
fr’??ﬁ.I{%:—ﬁ flr o a2 8 (L FlEHs 1)
Wzﬁﬂgd%LDNSlFR%;&J*»iﬁ%‘g@o
ST FEROIRH SR e f g PRAR Pl AL
JRE > % U hE R ETIRISFE R R R IP
ﬁim;ﬁq:ﬁﬁiﬁﬂwﬁﬁﬁﬁﬁﬁ%ﬁ?
et r?ff—l?ﬂﬁiz? PR ELH KR IP a0 &R
lEi B 0 F A ATIR RS Y B L
(4o F] 6) 0 TR KA el & o & 8 DNS @R
Eand Pt Ele LA PIRE SR LA PIR
A IEL T L AL PRERRREET AN E 22
%ﬂ%i’@%ﬁﬁﬁﬁfm°

¢ DNS @R E ¢ 4] kiR IP i=ht b 484
ﬂﬁ?@%ﬂ’fﬁﬁiﬂﬁ—biﬁﬂm/\;%
B BT i—'ﬁﬁ%%}é‘_@&@ DNS ®' R %z
PENT g B R LA PR B

ES

ﬂfnﬁ:}“& &
F5 o B

=



TANET20130 00000000 -00000

AR LG B EH T AR K
B o i LA PRB?”MHFF\*UL TLHE
i 2z DNS PR B & i% 4 39 (forwarder) » $t &

WRRMT 2T o AL P

AR AEH PR
gﬂ#ﬁ;k DOSI{‘g’t’ Flpr 2 B3¢+ F (rate
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# dig @140. 114.xx. 1 isc.org any

; <> DiG 9.6 <> @140.114.xx.1 isc.org a
;; global options: +cmd
;3 connection timed out; no servers could be reached

W5 upLhrEssias s

# dig +noignore @140.114.xx. 10 isc.org any

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY,
36450

;3 flags: qr rd; QUERY:
ADDITIONAL: 0

;5 WARNING: recursion requested but not available

status: REFUSED, id:

1, ANSWER: 0, AUTHORITY: 0,

;3 QUESTION SECTION:
;isc.org. IN ANY

;3 Query time: 2 msec

;5 SERVER: 140.114. xx. 10#53(140. 114. xx. 10)
;3 WHEN: Wed Aug 7 10:33:31 2013

;3 MSG SIZE  rcvd: 25

Bl 6 “ACLEESZHA 7 BB B2 v

Spoofmg
uerles T

Open DNS
resolver

Forwarding %y
queries

Campus

network

Authoritative
name server

Recursive
name server

¥ 7. ¥ ) DNS &

PR R thik

# repeat 10 dig @140.114.xx.10 +noignore +short
ttries=1 +time=1 www.nthu. edu. tw a

140. 114.69. 135

140. 114.69. 135

140.114.69.135

140. 114.69. 135

140. 114.69. 135

;; connection timed out; no servers could be reached
140. 114.69. 135

140. 114.69. 135

140.114.69.135

W8 "l Lind f BRI

20000 2013-08-12 09:10
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TR FleRE 2Fap B pis ks [18]0 - &
FRAIEH IP4te ¥ 02 TP E P TEERILD
Mok o Ao d WA ST HR T FHBE P
DNS 247 W IR Bz BRI 2 R E 2 RFI} 77
AR CHFIRBE G oA 1R ¥ p Rk
IS G ¢ ¥ E u § (= e DNS PR > TLFFE
My ETE A el o FREE SRS B
R 7 R

DNS
resolver
detection

Internet

IP address

NetFlow
analysis

B 10. Bt DNS f345 % i 1] % su38

SrcIPaddress SrcP DstIPaddress P Pkts
140. 114.xx. 10 53 210.xx.xxx.102 17 21672
140.114. xx. 1 53 69.xx.xx.12 17 1997

140.114.xx.59 53
140.114.xx. 59 53
140.114.xx.59 53

90. xx. xx. 70 17 1
109. xxx. xxx. 98 17 1
178, xxx. xxx. 112 17 13
140.114.xx.136 53  61.xxx.x.195 17 1
140.114.xx. 159 53  178.xx.xxx.16 17 138

Bl 11. 5 o2 DNS #REB i p IP itnb

% 1. Bt DNS j247 B- & B2 % 53

p & * [Pk ¥ P ¥k Frinik
08/06 Tue. 13, 751 358 (2.6%) 171 (47.8%)
08/07 Wed. 13,814 277 (2.0%) 120 (43.3%)
08/08 Thu. 13,612 336 (2.5%) 173 (51.5%)
08709 Fri. 13,152 332 (2.5%) 161 (48.5%)
08/10 Sat. 10, 557 194 (1.8%) 81 (41.8%)
08/11 Sun. 10, 768 268 (2.5%) 129 (48.1%)
08/12 Mon. 13, 823 221 (1.6%) 88 (39.8%)

Iia 12, 782 284 (2.2%) 132 (45. 8%)

B dnsmasq, 126
B A ERE, 95 -C1BIND, 17

O Microseft DNS, 2

B HyperDNS, 2
B, 6

:zf@..ml

W 12. ¥ i DNS f245 B fc 4 se3t
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