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Abstract

With advance development of NGS technologies,
challenges and expenses of sequencing experiments
are greatly reduced. In the big biological data world,
one of the most important issues is how to share
sequencing results with preventing the risk of
plagiarism. In this research, we proposed a DNA
watermarking technique by emphasizing the subject of
biological significance. After comparing the target
sequence with suitable genome sequences from model
species, our proposed system reduced the ratio of
embedding watermarks within  the biological
regulatory elements. The proposed method also
applied several techniques including Playfair
encryption, segmentation insertion, and dual-direction
insertion for increasing the robustness. Experimental
results have shown that our proposed methods could
be efficiently applied on sequence size at a
chromosome-level only by a general personal
computer equipment, and the high robustness and fault
tolerant ability against random-mutation attacks were
also demonstrated by practical applications. The
proposed digital DNA watermarking technique
provides biologists an extra secure protection layer
when sharing their own biological sequence data in
public domain.

Keywords: DNA Watermark,
information security.
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