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Abstract

Botnet is a combination of a variety of unique
malware attack techniques. Victims install and
execute the botnet malware by themselves, because
they have a bad habit of network usage. Even if their
computers have been cleared the malware, they are
likely to be a bot again in a short time. It explains the
passive decoy botnet is difficult to prevent. We will
focus on the defense mechanism of active intrusion,
and we use dynamic extensible honeypot system to
provide a special connection to the server and remove

malwares to prevent the active spread of botnet.
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