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Abstract

Traditionally, in order to protect user password from
eavesdropping program such as keylogger, One-Time
Password (OTP) or software dynamic keyboard is
always adopted to prevent password and user name
from being intercepted. However, OTP solution needs
additional hardware reader installation and software
dynamic keyboard exist some exploit risks. Moreover,
dynamic keyboard should still need additional
requirement for valid certificate.

In this paper, we try to propose a new authentication
approach. It is not necessary for user to remember his
password context. Instead, user should only keep in
mind how password is created. Additionally, in order
to enhance the password hacking complexity, the
graphical authentication code which varies with login
times is inserted to mix with the password generation.
In other words, the real password will be dependent on
the authentication code. Therefore, the login password
must be valid for only one time. Since the login
password changes each time automatically, we are
convinced that this approach will provide sufficient
security for one-time password solution without any
software package or hardware device involved.
Keywords: keylogger, dynamic keyboard, one-time
password
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