TANET20130 00000000 -00000

TRAM: A Traceback Method using RAndom Moonwalks
in AMI Meter Networks
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Abstract

AMI (Advanced Metering Infrastructure) is a
vital component of the Smart Grid system, which adds
family-use power meter with network wiring function
and uploads the reading automatically instead of
manual recordings. This project focuses on the design
of the traceback mechanism in order to reconstruct the
attack path where the attacker launches Denial of Ser-
vice. With the lack of storage space and processing
power on smart meters, the conventional traceback
methods are not suitable in AMI. In our approach,
each smart meter collects the traffic statistics in inter-
vals on all interfaces, and Data Concentrator (DC)
gathers the traffic information from all meters for re-
constructing the attacking path if it needs. The simula-
tion results show that the proposed approach is able to
reconstruct the better attack graph than the Random
Moonwalks method under various network scenarios
(such as attack traffic volume, distance between the
attacker and the victim, and normal traffic volume).
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Information collection procedure at node N:

Nt: Neighbor Flow Table(Neighbor, Count)
Ct: Connection Flow Table(Source, Count, Distance)

for each data packet P from node M{
if(P. DestinationID == N){
update Ct with the corresponding entry of M;
}
update Nt with the corresponding entry of M;

}
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Path reconstruction procedure at DC for

victim node V:

/INt: Neighbor Flow table(Neighbor, Count)

/ICt: Connection Tlow table(Source, Count, Distance)
IIFVG: Flow Vector Graph

Let Path = The result of attack path reconstruction
Let A = the suspected source node;

Requests Ct, Nt from meters;
Produce FVG by Nt;

Edge elimination(FVG) base on A.Count;
Distance Restriction(FVG) base on A.Count;

Path = Random sampling(FVG)

Extract Path;
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