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Abstract
There are many defense methods on low rate
attacking proposed for making legal users access the
server resources. Actually attacker can send requests
to consume a lot of resources of the system, so legal
users need waiting for a long time to get the response

from servers. That is a kind of denial of service attacks.

This thesis proposes the defense methods by
observing the frequency of the user accessing times.
Furthermore, we introduce the concept of priority to
further obstruct the distributed low rate attacks. The
maximum waiting time is assumed as the user
response time tolerated. If the responding time
exceeds the tolerate response time, the denial of
service attacks achieved. According to the current
network information magazine, the human maximum
tolerate request time is 8 seconds. Without using the
proposed defense methods, only 1.8% legal users can
access servers. With the proposed defense mechanism,
legal users access rate increases to 96.6%. It is about
50 times in increase. This paragraph describes the
major work in your paper.

Keywords: Denial of service, Low-rate denial of
service, Defending system.
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